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Overview

This document specifies the parameters and configuration files for XXX IP camera.

Permission level

The permission levels column in each parameter table shows the required permission level to operate parameters. 

To be able to perform an action on a parameter the user needs to have a permission level equal to or higher than the corresponding permission level of the parameter.

	Security level
	Description

	Anonymous
	Access the HTTP service without authentication.

	Viewer
	Normal access right.

	Operator
	High access right.

	Admin
	Top access right.


Valid values

	Data Type
	Valid values

	Boolean
	0 / 1

	String
	Any string

	Domain name
	A domain name format. Max 80 characters.

	Host name
	A hostnma

	IP address
	A string on the format xxx.xxx.xxx.xxx, where xxx is a number between 0 to 255.

Example : 192.168.0.200

	MAC address
	A string on the format xx: xx: xx: xx: xx: xx,

where xx is a hexadecimal value.

Example : 00:24:1D:20:8E:F1

	Network port
	1 … 65535

	An integer
	Any number between -2147483647 (-2^31-1) and 2147483647 (2^31-1).

	An unsigned integer
	Any number between 0 and 4294967295 (2^32-1).


1. admin.cgi

The administrator operation interface.

Permissions: Admin

Syntax: 

http://<URL>/cgi-bin/admin/admin.cgi?action=< Action Name >[&<parameter=value>]

Action List:

	Action Type
	Action Name
	INF
	RS
	Description

	NETWORK
	get.network.general
	V
	
	Get network general parameters.

	
	set.network.general
	
	V
	Set network general parameters.

	
	get.network.advanced
	V
	
	Get network advanced parameters.

	
	set.network.advanced
	
	V
	Set network advanced parameters.

	
	get.network.ddns
	V
	
	Get network DDNS parameters.

	
	set.network.ddns
	
	
	Set network DDNS parameters.

	
	get.network.ipchange
	V
	
	Get network ipchange parameters.

	
	set.network.ipchange
	
	
	Set network ipchange parameters.

	
	get.network.wireless
	V
	
	Get network wireless parameters.

	
	set.network.wireless
	
	
	Set network wireless parameters.

	
	search.network.wireless
	
	
	Search wireless access points.

	SYSTEM
	get.system.information
	V
	
	Get system information parameters.

	
	set.system.information
	
	
	Set system information parameters.

	
	get.system.datetime
	V
	
	Get system date time parameters.

	
	set.system.datetime
	
	
	Se system date time parameters.

	
	get.system.maintenance
	V
	
	Get system maintenance parameters.

	
	reboot.system.maintenance
	
	V
	Reboot the system.

	
	loaddefault.system.maintenance
	
	V
	Load default setting.

	
	backupfile.system.maintenance
	
	
	Back system settings.

	USER
	get.system.user
	V
	
	Get system user parameters.

	
	set.system.user.anonymous
	
	
	Set system to anonymous.

	
	set.system.user
	
	
	Set a user parameter.

	
	add.system.user
	
	
	Add a user.

	
	del.system.user
	
	
	Delete a user.


Note : 

INF : INF format output is supported.

RS : System will be restarted after setting.

1.1 NETWORK
1.1.1 get.network.general

To get the general network parameters, such as basic Ethernet adapter, dns and PPPOE settings.

	Parameter
	Values
	Description

	model_hardware_wireless
	Boolean
	Wireless supported or not

0 : No
1 : Yes

	network_interface_eth0_ipv4_dhcp
	Boolean
	Enable DHCP
0 : No

1 : Yes

	network_interface_eth0_ipv4_manual_address
	IP address
	IP address for wired ethernet

	network_interface_eth0_ipv4_manual_netmask
	IP address
	Net mask for wired ethernet

	network_interface_eth0_ipv4_manual_gateway
	IP address
	Gateway for wired ethernet

	network_dnsinformation_dnsmanual_0
	IP address
	The 1st DNS

	network_dnsinformation_dnsmanual_1
	IP address
	The 2nd DNS

	network_pppoe_enabled
	Boolean
	Enable PPPOE

0 : No

1 : Yes

	network_pppoe_username
	String, max 32 
	PPPOE username

	network_pppoe_password
	String, max 32 
	PPPOE password


Example :
http://192.168.0.200/cgi-bin/admin/admin.cgi?action=get.network.general

Return:
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Mon, 03 Jan 2000 04:32:18 GMT

Server: Apache 1.3.29

var model_hardware_wireless = '0'; var network_interface_ipv4_manual_address = '192.168.0.200'; var network_interface_ipv4_manual_netmask = '255.255.0.0'; var network_interface_ipv4_dhcp = '0'; var network_interface_ipv4_manual_gateway = '192.168.1.254';var network_dnsinformation_dnsmanual_0 = '168.95.1.1'; var network_dnsinformation_dnsmanual_1 = '';var ipchange_enabled = '0';var network_pppoe_enabled = '0'; var network_pppoe_username = 'Username'; var network_pppoe_password = 'Password';

1.1.2 set.network.general

To set general network parameters.
Example: Set streams parameter
http://192.168.0.200/cgi-bin/admin/admin.cgi?action=set.network.general&network_interface_ipv4_dhcp=0&network_pppoe_enabled=0&network_pppoe_username=Username&network_pppoe_password=Password&network_interface_ipv4_manual_address=192.168.0.200&network_interface_ipv4_manual_netmask=255.255.0.0&network_interface_ipv4_manual_gateway=192.168.1.254&network_interface_ipv4_manual_prefixlength=16&network_dnsinformation_dnsmanual_0=168.95.1.1&network_dnsinformation_dnsmanual_1=192.168.1.2

1.1.2 get.network.advanced

To get advanced network settings parameters, such as NTP, hostname and network protocol ports.
	Parameter
	Values
	Description

	network_ntpinformation_fromdhcp
	Boolean
	Wireless supported or not

0 : No
1 : Yes

	network_ntpinformation_ntpmanual
	String, max 80
	NTP server address.

	network_hostnameinformation_fromdhcp
	Boolean
	Hostname from DHCP

0 : No
1 : Yes

	network_hostnameinformation_name
	String, max 80
	

	network_protocol_http_enabled
	1
	Read only. 

HTTP server is always enabled.

	network_protocol_http_port
	Network Port
	HTTP port number.

	network_protocol_https_enabled
	Boolean
	Enable HTTPS. ( Not support now )

0 : No, 1 : Yes

	network_protocol_https_port
	Network Port
	HTTPS port number.

	network_protocol_arp_enabled
	Boolean
	Enable ARP.

0 : No, 1 : Yes

	network_protocol_ftp_enabled
	Boolean
	Enable FTP.

0 : No, 1 : Yes

	network_protocol_ftp_port
	Network Port
	FTP port number.

	network_protocol_rtsp_enabled
	1
	Read only. 

RTSP server is always enabled.

	network_protocol_rtsp_port
	Network Port
	RTSP port number.

	network_protocol_upnp_enabled
	Boolean
	Enable UPNP.

	network_protocol_bonjour_enabled
	Boolean
	Enable Bonjour.

	network_protocol_rtspOverHttp_port
	Network Port
	RTSP over HTTP port number.


Example :
http://192.168.0.200/cgi-bin/admin/admin.cgi?action=get.network.advanced

Return:
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 00:32:59 GMT

Server: Apache 1.3.29

var model_hardware_wireless = '0'; var network_ntpinformation_ntp_fromdhcp = '0'; var network_ntpinformation_ntpmanual = 'ntp.org';var network_hostnameinformation_host_fromdhcp = '0'; var network_hostnameinformation_host_name = 'localhost';network_protocol_enabled[0] = '1'; network_protocol_name[0] = 'http'; network_protocol_port[0] = '80';network_protocol_enabled[1] = '0'; network_protocol_name[1] = 'https'; network_protocol_port[1] = '443';network_protocol_enabled[2] = '1'; network_protocol_name[2] = 'arp'; network_protocol_port[2] = '0';network_protocol_enabled[3] = '1'; network_protocol_name[3] = 'ftp'; network_protocol_port[3] = '21';network_protocol_enabled[4] = '1'; network_protocol_name[4] = 'rtsp'; network_protocol_port[4] = '554';network_protocol_enabled[5] = '1'; network_protocol_name[5] = 'upnp'; network_protocol_port[5] = '0';network_protocol_enabled[6] = '0'; network_protocol_name[6] = 'bonjour'; network_protocol_port[6] = '0';network_protocol_enabled[7] = '1'; network_protocol_name[7] = 'rtspOverHttp'; network_protocol_port[7] = '8080';system_misc_haveyoics = '1';

1.1.4 set.network.advanced

To set advanced network parameters.

Example: 

/cgi-bin/admin/admin.cgi?action=set.network.advanced&network_ntpinformation_fromdhcp=0&network_ntpinformation_ntpmanual=ntp.org&network_hostnameinformation_fromdhcp=0&network_hostnameinformation_name=localhost&network_protocol_http_port=80&network_protocol_ftp_enabled=1&network_protocol_ftp_port=21&network_protocol_rtsp_port=554&network_protocol_upnp_enabled=1&network_protocol_https_enabled=0&network_protocol_https_port=443&network_protocol_arp_enabled=1&network_protocol_bonjour_enabled=0&network_protocol_rtspOverHttp_port=8080

1.1.5 get.network.ddns

To get Dynamic DNS parameters.
	Parameter
	Values
	Description

	network_ddns_enabled
	Boolean
	Enable DDNS.

0 : No 
1 : Yes

	network_ddns_hostname
	String, max 80 
	DDNS hostname

	network_ddns_username
	String, max 32 
	DDNS username

	network_ddns_password
	String, max 32 
	DDNS password


Example:

http://192.168.0.200/cgi-bin/admin/admin.cgi?action=get.network.ddns
Return:
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Mon, 03 Jan 2000 21:59:24 GMT

Server: Apache 1.3.29

var model_hardware_wireless = '0'; var network_ddns_enabled = '0'; var network_ddns_hostname = 'your.host.name'; var network_ddns_username = 'username'; var network_ddns_password = 'password';

1.1.6 set.network.ddns

To set Dynamic DNS parameters.
Example : 

http://192.168.0.200/cgi-bin/admin/admin.cgi?action=set.network.ddns&network_ddns_enabled=1&network_ddns_hostname=your.host.name&network_ddns_username=username&network_ddns_password=password

1.1.7 get.network.ipchange

To get IP-changed notification parameters.

	Parameter
	Values
	Description

	Ipchange_enabled
	Boolean
	Enable IP-change Notification.

0 : No 
1 : Yes

	event_rule_actionemail_smtp_id
	An unsigned integer
	SMTP server ID. It’s related Event-Server configuration.

	event_rule_actionemail_smtp_email
	String, max 80
	The notification target email address.


Example :

http://192.168.0.200/cgi-bin/admin/admin.cgi?action=get.network.ipchange

Return:
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Mon, 03 Jan 2000 22:04:59 GMT

Server: Apache 1.3.29

var model_hardware_wireless = '0'; var ipchange_enabled = '0'; var event_rule_actionemail_smtp_id = '0'; var event_rule_actionemail_smtp_email = '';
1.1.8 set.network.ipchange

To set IP-changed notification parameters.

Example :
http://192.168.0.200/cgi-bin/admin/admin.cgi?action=set.network.ipchange&ipchange_enabled=1&event_rule_actionemail_smtp_id=0&event_rule_actionemail_smtp_email=test%40gmail.com

1.1.9 get.network.wireless

To get Wireless setting parameters and Wireless-AP information.
	Parameter
	Values
	Description

	wireless_setting_enabled
	Boolean
	Enable Wireless
0 : No 
1 : Yes

	wireless_setting_op_mode
	Boolean
	Wireless network type

0 infrastructure, 1 Ad-Hoc

	wireless_setting_ssid
	String, max 32
	AP SSID ( url encode )

	wireless_setting_security
	An unsigned integer
0 ~ 4
	Security mode

0 : None 
1 : WEP
2 : WPA 
3 : WPA2 
4 : WPS-PIN

	wireless_setting_web_authentication
	Boolean
	WEP authentication

0 Open,1 Shared key

	wireless_setting_web_key_length
	Boolean
	WEP key length

0 64bits, 1 128bits

	wireless_setting_web_key_mode
	Boolean
	WEP key type

0 Hex, 1 ASCII

	wireless_setting_web_key_id
	An unsigned integer

0 ~ 4
	WEP key ID

	wireless_setting_web_key0_64m
	String, max 10
	WEP 64bits Hex key

	wireless_setting_web_key1_64m
	String, max 10
	

	wireless_setting_web_key2_64m
	String, max 10
	

	wireless_setting_web_key3_64m
	String, max 10
	

	wireless_setting_web_key0_64a
	String, max 5
	WEP 64bits ASCII key

	wireless_setting_web_key1_64a
	String, max 5
	

	wireless_setting_web_key2_64a
	String, max 5
	

	wireless_setting_web_key3_64a
	String, max 5
	

	wireless_setting_web_key0_128m
	String, max 26
	WEP 128bits Hex key

	wireless_setting_web_key1_128m
	String, max 26
	

	wireless_setting_web_key2_128m
	String, max 26
	

	wireless_setting_web_key3_128m
	String, max 26
	

	wireless_setting_web_key0_128a
	String, max 13
	WEP 128bits ASCII key

	wireless_setting_web_key1_128a
	String, max 13
	

	wireless_setting_web_key2_128a
	String, max 13
	

	wireless_setting_web_key3_128a
	String, max 13
	

	wireless_setting_wpa_encryption
	Boolean
	WPA encryption mode

0 : TKIP
1 : AES

	wireless_setting_wpa_presharekey
	String, max 63
	WPA key

	wireless_setting_wpa2_encryption
	Boolean
	WPA2 encryption mode

0 : TKIP
1 : AES

	wireless_setting_wpa2_presharekey
	String, max 63
	WPA2 key

	wireless_setting_wps_pin
	String, max 128
	WPS pin code


Example :

http://192.168.0.200/cgi-bin/admin/admin.cgi?action=get.network.wireless

Return: Without WIFI AP information.
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Thu, 16 Jun 2011 10:21:07 GMT

Server: Apache 1.3.29

var ipchange_enabled = '0';var wireless_setting_enabled = '0'; var wireless_setting_op_mode = '0'; var wireless_setting_ssid = 'SSID'; var wireless_setting_security = '0'; var wireless_setting_wep_authentication = '0'; var wireless_setting_wep_key_length = '1'; var wireless_setting_wep_key_mode = '0'; var wireless_setting_wep_key_id = '0'; var wireless_setting_wps_pin = '28664246'; var wireless_setting_wep_key0_64m = ''; var wireless_setting_wep_key1_64m = ''; var wireless_setting_wep_key2_64m = ''; var wireless_setting_wep_key3_64m = '';var wireless_setting_wep_key0_64a = ''; var wireless_setting_wep_key1_64a = ''; var wireless_setting_wep_key2_64a = ''; var wireless_setting_wep_key3_64a = '';var wireless_setting_wep_key0_128m = ''; var wireless_setting_wep_key1_128m = ''; var wireless_setting_wep_key2_128m = ''; var wireless_setting_wep_key3_128m = ''; var wireless_setting_wep_key0_128a = ''; var wireless_setting_wep_key1_128a = ''; var wireless_setting_wep_key2_128a = ''; var wireless_setting_wep_key3_128a = '';var wireless_setting_wpa_encryption = '0'; var wireless_setting_wpa_presharekey = ''; var wireless_setting_wpa2_encryption= '0'; var wireless_setting_wpa2_presharekey = '';var system_deviceinformation_NetInf = '17'; 

Return: With WIFI AP information
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Thu, 16 Jun 2011 10:21:38 GMT

Server: Apache 1.3.29

wireless_accesspoint_ssid[0] = 'AP001'; wireless_accesspoint_mode[0] = 'infrastructure'; wireless_accesspoint_enc[0] = 'TKIP'; wireless_accesspoint_auth[0] = 'WPA-PSK'; wireless_accesspoint_signals[0] = '63'; Wpsreless_accesspoint_wps[0] = 'NO';wireless_accesspoint_ssid[1] = 'ncqa'; wireless_accesspoint_mode[1] = 'infrastructure'; wireless_accesspoint_enc[1] = 'NONE'; wireless_accesspoint_auth[1] = 'OPEN'; wireless_accesspoint_signals[1] = '83'; Wpsreless_accesspoint_wps[1] = 'NO';wireless_accesspoint_ssid[2] = 'KSIP4'; wireless_accesspoint_mode[2] = 'infrastructure'; wireless_accesspoint_enc[2] = 'AES'; wireless_accesspoint_auth[2] = 'WPA2-PSK'; wireless_accesspoint_signals[2] = '100'; Wpsreless_accesspoint_wps[2] = 'NO';wireless_accesspoint_ssid[3] = ''AP002''; wireless_accesspoint_mode[3] = 'infrastructure'; wireless_accesspoint_enc[3] = 'TKIP'; wireless_accesspoint_auth[3] = 'WPA-PSK'; wireless_accesspoint_signals[3] = '83'; Wpsreless_accesspoint_wps[3] = 'YES';wireless_accesspoint_ssid[4] = 'Guest'; wireless_accesspoint_mode[4] = 'infrastructure'; wireless_accesspoint_enc[4] = 'NONE'; wireless_accesspoint_auth[4] = 'OPEN'; wireless_accesspoint_signals[4] = '78'; Wpsreless_accesspoint_wps[4] = 'NO';wireless_accesspoint_ssid[5] = 'nc%5Flinksys'; wireless_accesspoint_mode[5] = 'infrastructure'; wireless_accesspoint_enc[5] = 'AES'; wireless_accesspoint_auth[5] = 'WPA2-PSK'; wireless_accesspoint_signals[5] = '68'; Wpsreless_accesspoint_wps[5] = 'NO';wireless_accesspoint_ssid[6] = '%27XXX%27%2D1'; wireless_accesspoint_mode[6] = 'infrastructure'; wireless_accesspoint_enc[6] = 'TKIP + AES'; wireless_accesspoint_auth[6] = 'WPA(2)-PSK'; wireless_accesspoint_signals[6] = '100'; Wpsreless_accesspoint_wps[6] = 'YES';wireless_accesspoint_ssid[7] = 'default'; wireless_accesspoint_mode[7] = 'infrastructure'; wireless_accesspoint_enc[7] = 'NONE'; wireless_accesspoint_auth[7] = 'OPEN'; wireless_accesspoint_signals[7] = '47'; Wpsreless_accesspoint_wps[7] = 'NO';var ipchange_enabled = '0';var wireless_setting_enabled = '0'; var wireless_setting_op_mode = '0'; var wireless_setting_ssid = 'SSID'; var wireless_setting_security = '0'; var wireless_setting_wep_authentication = '0'; var wireless_setting_wep_key_length = '1'; var wireless_setting_wep_key_mode = '0'; var wireless_setting_wep_key_id = '0'; var wireless_setting_wps_pin = '28664246'; var wireless_setting_wep_key0_64m = ''; var wireless_setting_wep_key1_64m = ''; var wireless_setting_wep_key2_64m = ''; var wireless_setting_wep_key3_64m = '';var wireless_setting_wep_key0_64a = ''; var wireless_setting_wep_key1_64a = ''; var wireless_setting_wep_key2_64a = ''; var wireless_setting_wep_key3_64a = '';var wireless_setting_wep_key0_128m = ''; var wireless_setting_wep_key1_128m = ''; var wireless_setting_wep_key2_128m = ''; var wireless_setting_wep_key3_128m = ''; var wireless_setting_wep_key0_128a = ''; var wireless_setting_wep_key1_128a = ''; var wireless_setting_wep_key2_128a = ''; var wireless_setting_wep_key3_128a = '';var wireless_setting_wpa_encryption = '0'; var wireless_setting_wpa_presharekey = ''; var wireless_setting_wpa2_encryption= '0'; var wireless_setting_wpa2_presharekey = '';var system_deviceinformation_NetInf = '17'; 

1.1.10 set.network.wireless

To set Wireless parameters.

Example :
http://192.168.0.200/cgi-bin/admin/admin.cgi?action=set.network.wireless&wireless_setting_enabled=0&wireless_setting_op_mode=0&wireless_setting_ssid=nc_linksys&wireless_setting_security=3&wireless_setting_web_authentication=0&wireless_setting_web_key_length=1&wireless_setting_web_key_mode=0&wireless_setting_web_key_id=0&wireless_setting_web_key0_64m=&wireless_setting_web_key1_64m=&wireless_setting_web_key2_64m=&wireless_setting_web_key3_64m=&wireless_setting_web_key0_64a=&wireless_setting_web_key1_64a=&wireless_setting_web_key2_64a=&wireless_setting_web_key3_64a=&wireless_setting_web_key0_128m=&wireless_setting_web_key1_128m=&wireless_setting_web_key2_128m=&wireless_setting_web_key3_128m=&wireless_setting_web_key0_128a=&wireless_setting_web_key1_128a=&wireless_setting_web_key2_128a=&wireless_setting_web_key3_128a=&wireless_setting_wpa_encryption=0&wireless_setting_wpa_presharekey=&wireless_setting_wpa2_encryption=1&wireless_setting_wpa2_presharekey=111&wireless_setting_wps_pin=28664246

1.1.11 search.network.wireless

To search or refresh Wireless AP information.

Example :
http://192.168.0.200/cgi-bin/admin/admin.cgi?action=search.network.wireless

1.2 SYSTEM

1.2.1 get.system.information

To get system information.

	Parameter
	Values
	Description

	system_misc_devicename
	String, max 60
	Device name

	system_misc_devicelocation
	String, max 60
	Device location


Example:
http://192.168.0.200/cgi-bin/admin/admin.cgi?action=get.system.information

Return:
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Thu, 16 Jun 2011 11:35:07 GMT

Server: Apache 1.3.29

var MODEL = 'AM1203-W'; var system_deviceinformation_firmwareversion = '1.0.3.4527'; var system_deviceinformation_systemboottime = '06/15/11 12:52:11'; var system_deviceinformation_wireless = '1'; system_deviceinformation_netinf = '17'; network_interface_info_hwaddress[0] = '00:0e:c9:03:b1:22'; network_interface_ipv4_dhcp[0] = '0'; network_interface_ipv4_current_address[0] = '192.168.21.46'; network_interface_ipv4_current_netmask[0] = '255.255.0.0'; network_interface_ipv4_current_gateway[0] = '192.168.1.22';network_interface_info_hwaddress[1] = ''; network_interface_ipv4_dhcp[1] = '0'; network_interface_ipv4_current_address[1] = ''; network_interface_ipv4_current_netmask[1] = ''; network_interface_ipv4_current_gateway[1] = '';network_interface_info_hwaddress[2] = ''; network_interface_ipv4_dhcp[2] = '0'; network_interface_ipv4_current_address[2] = ''; network_interface_ipv4_current_netmask[2] = ''; network_interface_ipv4_current_gateway[2] = '';var network_pppoe_pppoe_enabled = '0';var network_dnsinformation_dnsmanual_0 = '192.168.1.2'; var network_dnsinformation_dnsmanual_1 = '';var network_ddns_enabled = '0'; var network_ddns_hostname = 'your.host.name'; var network_ddns_status = '0';var wireless_setting_enabled = '0';var system_misc_devicename = 'Device Name'; var system_misc_devicelocation = 'Device Location';var system_deviceinformation_vender = 'nobrand';
1.2.2 set.system.information

To set system device name and location.
Example:
http://192.168.0.200/cgi-bin/admin/admin.cgi?action=set.system.information&system_misc_devicename=Device%20Name&system_misc_devicelocation=Device%20Location

1.2.3 get.system.datetime

To get system date and time.
	Parameter
	Values
	Description

	system_datetime_datetimetype
	An unsigned integer
0~2
	Set date/time mode

0 : Manual ( sync with PC )

1 : NTP
2 : Manual

	system_datetime_timezone_tz
	String, max 8

-12:00

-11:00

….

0:00

….

+12:00

+13:00
	Time zone

	system_datetime_localdatetime_time_hour
	An unsigned integer
0~23
	Time hour

	system_datetime_localdatetime_time_minute
	An unsigned integer
0~59
	Time minute

	system_datetime_localdatetime_time_second
	An unsigned integer
0~59
	Time second

	system_datetime_localdatetime_date_year
	Integer
	Date year

	system_datetime_localdatetime_date_month
	An unsigned integer
1~12
	Date month

	system_datetime_localdatetime_date_day
	An unsigned integer
1~31
	Date day


Example :

http://192.168.0.200/cgi-bin/admin/admin.cgi?action=get.system.datetime
Return:
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Thu, 16 Jun 2011 11:41:03 GMT

Server: Apache 1.3.29

var system_datetime_localdatetime_date_year = '2011'; var system_datetime_localdatetime_date_month = '6'; var system_datetime_localdatetime_date_day = '16'; var system_datetime_localdatetime_time_hour = '11'; var system_datetime_localdatetime_time_minute = '41'; var system_datetime_localdatetime_time_second = '2';var system_datetime_timezone_tz = '0:00'; var system_datetime_datetimetype = '0'; var system_datetime_id = '29';

1.2.4 set.system.datetime

To set system date and time.
Example:
http://192.168.0.200/cgi-bin/admin/admin.cgi?action=set.system.datetime&system_datetime_datetimetype=0&system_datetime_timezone_tz=0%3A00&system_datetime_localdatetime_time_hour=11&system_datetime_localdatetime_time_minute=41&system_datetime_localdatetime_time_second=8&system_datetime_localdatetime_date_year=2011&system_datetime_localdatetime_date_month=6&system_datetime_localdatetime_date_day=16&system_datetime_id=29

1.2.5 get.system.maintenance

To get system maintenance information.
http://192.168.0.200/cgi-bin/admin/admin.cgi?action=get.system.maintenance

	Parameter
	Values
	Description

	MODEL
	String
	Read only.

Model name.

	system_deviceinformation_firmwareversion
	String
	Read only.

Firmware version.

	network_interface_info_hwaddress
	String
	Read only.

MAC address.


Return:

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Thu, 16 Jun 2011 13:23:07 GMT

Server: Apache 1.3.29

var MODEL = 'AM1203-W'; var system_deviceinformation_firmwareversion = '1.0.3.4527';var network_interface_info_hwaddress = '00:0e:c9:03:b1:22';

1.2.6 reboot.system.maintenance

Request to reboot system.

http://192.168.0.200/cgi-bin/admin/admin.cgi?action=reboot.system.maintenance
1.2.7 loaddefault.system.maintenance

Request to load default settings and reboot the system.

http://192.168.0.200/cgi-bin/admin/admin.cgi?action=loaddefault.system.maintenance
1.2.8 backupfile.system.maintenance

Backup system setting, /backup.zip will be create when this action has been requested.

Step 1 : Request this action.

Step 2 : Down load backup file. ( http://192.168.0.200/backup.zip ) 

http://192.168.0.200/cgi-bin/admin/admin.cgi?action=backupfile.system.maintenance
1.3 USER

1.3.1 get.system.user

To get system user list
	Parameter
	Values
	Description

	security_user_password
	String, max 32
	User password

	security_user_userlevel
	An unsigned integer
0~2
	New user level

0 : Administrator

1 : Operator
2 : Viewer

	security_user_username
	String, max 14
	User name


http://192.168.0.200/cgi-bin/admin/admin.cgi?action=get.system.user

Return: Only one user
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Thu, 16 Jun 2011 13:40:25 GMT

Server: Apache 1.3.29

var system_misc_anonymous = '0';security_user_username[0] = 'admin'; security_user_userlevel[0] = '0';

Return: Two user
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 01:00:36 GMT

Server: Apache 1.3.29

var system_misc_anonymous = '0';security_user_username[0] = 'admin'; security_user_userlevel[0] = '0';security_user_username[1] = 'aaaa'; security_user_userlevel[1] = '0';

1.3.2 set.system.user.anonymous
To set anonymous for HTTP service.

	Parameter
	Values
	Description

	system_misc_anonymous
	Boolean
	Enable anonymous
0 : No

1 : Yes


Example:
http://192.168.0.200/cgi-bin/admin/admin.cgi?action=set.system.user.anonymous&system_misc_anonymous=1

1.3.3 set.system.user

To update a user account parameter.

	Parameter
	Values
	Description

	security_user_password
	String, max 32
	New user password

	security_user_userlevel
	An unsigned integer
0~2
	New user level

0 Admin, 1 Operator, 2 Viewer

	security_user_username
	String, max 14
	Username (already exist in the user list)


Example:
http://192.168.0.200/cgi-bin/admin/admin.cgi?action=set.system.user&security_user_username=aaaa&security_user_password=aaaa&security_user_userlevel=0

1.3.4 add.system.user

To create a new user account.

Example:
http://192.168.0.200/cgi-bin/admin/admin.cgi?action=add.system.user&security_user_username=aaaa&security_user_password=aaaa&security_user_userlevel=0

1.3.5 del.system.user

To delete a user account.

	Parameter
	Values
	Description

	security_user_username
	String, max 14
	Username (already exist in the user list)


Example:
http://192.168.0.200/cgi-bin/admin/admin.cgi?action=del.system.user&security_user_username=aaaa

2. operator.cgi

Permissions: Admin, Operator

Usage: 

http://<URL>/cgi-bin/operator/operator.cgi?action=value>[&<parameter=value>]

Action List:

	Action Type
	Action Name
	INF
	RS
	Description

	VIDEO GENERAL
	get.video.general
	V
	
	Get streams parameter

	
	set.video.general
	 
	V
	Set streams parameter

	VIDEO ADVANCED
	get.video.advanced
	V
	
	Get video advanced parameters. 

Such as DPTZ / Audio / OSD

	
	set.video.advanced
	 
	
	Set video advanced parameters.

	CAMERA SETTINGS
	get.camera.setting
	V
	
	Get camera parameters.

AE / WB / Mirror … etc. 

	
	set.camera.setting
	 
	
	Set camera parameters.

	
	set.camera.loaddefault
	 
	
	Load default setting.

	
	set.camera.settings.bwmode
	 
	
	Set B/W mode.

	
	set.camera.settings.maxgain
	 
	
	Set max gain.

	CAMERA PTZ
	get.camera.ptz
	V
	
	Get PTZ parameter.

	
	set.camera.ptz
	 
	
	Set PTZ parameter.

	STORAGE 

DISK INFORMATION
	get.recordfile.format
	V
	
	Get redording parameter.

	
	set.recordfile.format
	
	
	Set redording parameter

	
	set.storage.format 
	
	
	Format SD card

	
	record.start
	
	
	Start recording

	
	record.stop
	
	
	Stop recording

	
	record.continue
	
	
	Stop current record file and start new record file

	EVENT 

CONFIGURATION
	get.event.configuration
	V
	
	Get event configuration information.

	
	update.event.configuration
	
	
	Update an event rule.

	
	add.event.configuration
	
	
	Create an event rule.

	
	del.event.configuration
	
	
	Delete an event rule.

	EVENT 

MOTION DETECTION
	get.event.motion.detection
	V
	
	Get motion detection parameters.

	
	set.motion.osd
	
	
	Set motion OSD.

	
	update.event.motion.detection
	
	
	Update a motion window.

	
	add.event.motion.detection
	
	
	Create a motion window.

	
	del.event.motion.detection
	
	
	Delete a motion window.

	EVENT SERVER
	get.event.server
	V
	
	Get event server informationi.

	
	update.event.ftp.server
	
	
	Update FTP server parameters.

	
	add.event.ftp.server
	
	
	Create a new FTP server.

	
	del.event.ftp.server
	
	
	Delete a FTP server.

	
	update.event.http.server
	
	
	Update HTTP server parameters.

	
	add.event.http.server
	
	
	Create a new HTTP server.

	
	del.event.http.server
	
	
	Delete a HTTP server.

	
	update.event.tcp.server
	
	
	Update TCP server parameters.

	
	add.event.tcp.server
	
	
	Create a new TCP server.

	
	del.event.tcp.server
	
	
	Delete a TCP server.

	
	update.event.smtp.server
	
	
	Update SMTP server parameters.

	
	add.event.smtp.server
	
	
	Create a SMTP server.

	
	del.event.smtp.server
	
	
	Delete a SMTP server.

	
	check.smtp.email
	
	
	Check SMTP email function.

	EVENT SERVER I/O
	get.event.io
	V
	
	Get event I/O nformation.

	
	set.event.io
	
	
	Set event I/O function.

	
	active.event.io
	
	
	Active event I/O.

	..EVENT PIR
	get.event.pir
	V
	
	Get PIR parameters.

	
	set.event.pir
	
	
	Set PIR parameters.

	YOICS
	get.yoics.stat
	V
	
	Get YOICS status.

	
	set.yoics.stat
	
	
	Set YOICS status.

	PIR
	testpir
	
	
	Test PIR function.


2.1 VIDEO GENERAL
2.1.1 get.video.general

To get streams parameter
	Parameter
	Values
	Description

	media_profile_resolution_width_<ch>
	1600x1200

1280x720
	(Only for 2M sensor series)

(Only for channel 1 & 2)

Ch1&2 changes at the same time.

	media_profile_resolution_height_<ch>
	
	

	media_profile_url_<ch>
	String, max 10
	Stream path ( URI )

	media_profile_framerate_<ch>
	An unsigned integer
3~30 (25)
	Stream frame rate

	media_profile_gop_<ch>
	An unsigned integer
5~150
	H264 GOP size

	media_profile_ratecontrol_mode_<ch>
	Boolean
	H264 compression mode

0 : CBR 
1 : VBR

	media_profile_ratecontrol_targetbitrate_<ch>
	An unsigned integer

	H264 bitrate

for HD: 512~4000Kbps

for VGA/NTSC/PAL: 256~2000 Kbps

for QVGA: 128~1000 Kbps

for QQVG: 128~512 Kbps

	media_profile_ratecontrol_quality_<ch>
	An unsigned integer
0,1,2
	Stream quality level
0 : Best 
1 : Good 
2 : Standard

	media_profile_profile_<ch>
	Boolean
	H264 profile level

0 : Baseline profile
1 : High profile


Usage:

http://<serverIP>/cgi-bin/operator/operator.cgi?action=get.video.general[&<parameter>=<value>…]

	Parameter
	Values
	Description

	format
	inf
	Export INF format


Example: Get streams parameter
http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.video.general&format=inf

Return: INF format
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/plain; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 02:53:42 GMT

Server: Apache 1.3.29

[VIDEO_GENERAL]

system_deviceinformation_Model=AM4210

system_deviceinformation_Sensor=2m

system_deviceinformation_tvstandards=0

media_profile_resolution_width=1280

media_profile_url_0=v01

media_profile_gop_0=30

media_profile_ratecontrol_mode_0=0

media_profile_framerate_0=30

media_profile_ratecontrol_targetBitrate_0=3000

media_profile_ratecontrol_quality_0=0

media_profile_profile_0=1

media_profile_url_1=v02

media_profile_gop_1=30

media_profile_ratecontrol_mode_1=0

media_profile_framerate_1=10

media_profile_ratecontrol_targetBitrate_1=3000

media_profile_ratecontrol_quality_1=0

media_profile_profile_1=0

media_profile_url_2=v03

media_profile_gop_2=30

media_profile_ratecontrol_mode_2=0

media_profile_framerate_2=30

media_profile_ratecontrol_targetBitrate_2=1500

media_profile_ratecontrol_quality_2=0

media_profile_profile_2=0

media_profile_url_3=v04

media_profile_gop_3=30

media_profile_ratecontrol_mode_3=0

media_profile_framerate_3=15

media_profile_ratecontrol_targetBitrate_3=1500

media_profile_ratecontrol_quality_3=0

media_profile_profile_3=0

media_profile_url_4=v05

media_profile_gop_4=30

media_profile_ratecontrol_mode_4=0

media_profile_framerate_4=30

media_profile_ratecontrol_targetBitrate_4=512

media_profile_ratecontrol_quality_4=0

media_profile_profile_4=0

media_profile_url_5=v06

media_profile_gop_5=30

media_profile_ratecontrol_mode_5=0

media_profile_framerate_5=15

media_profile_ratecontrol_targetBitrate_5=512

media_profile_ratecontrol_quality_5=0

media_profile_profile_5=0

media_profile_url_6=v07

media_profile_gop_6=30

media_profile_ratecontrol_mode_6=0

media_profile_framerate_6=30

media_profile_ratecontrol_targetBitrate_6=128

media_profile_ratecontrol_quality_6=0

media_profile_profile_6=0

media_profile_url_7=v08

media_profile_gop_7=30

media_profile_ratecontrol_mode_7=0

media_profile_framerate_7=15

media_profile_ratecontrol_targetBitrate_7=128

media_profile_ratecontrol_quality_7=0

media_profile_profile_7=0

cTVStandards=0

rtsp_port=554

Example: Get streams parameter
http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.video.general

Return: Normal format
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Wed, 15 Jun 2011 11:24:17 GMT

Server: Apache 1.3.29

var system_deviceinformation_model = 'AM1203-W'; var system_deviceinformation_sensor = '2m'; var system_deviceinformation_tvstandards = '0';var media_profile_resolution_width = '1280';media_profile_url[0] = 'v01'; media_profile_gop[0] = '30'; media_profile_ratecontrol_mode[0] = '0'; media_profile_framerate[0] = '30'; media_profile_ratecontrol_targetbitrate[0] = '3000'; media_profile_ratecontrol_quality[0] = '0'; media_profile_profile[0] = '1'; media_profile_url[1] = 'v02'; media_profile_gop[1] = '30'; media_profile_ratecontrol_mode[1] = '0'; media_profile_framerate[1] = '10'; media_profile_ratecontrol_targetbitrate[1] = '3000'; media_profile_ratecontrol_quality[1] = '0'; media_profile_profile[1] = '0'; media_profile_url[2] = 'v03'; media_profile_gop[2] = '30'; media_profile_ratecontrol_mode[2] = '0'; media_profile_framerate[2] = '30'; media_profile_ratecontrol_targetbitrate[2] = '1500'; media_profile_ratecontrol_quality[2] = '0'; media_profile_profile[2] = '0'; media_profile_url[3] = 'v04'; media_profile_gop[3] = '30'; media_profile_ratecontrol_mode[3] = '0'; media_profile_framerate[3] = '15'; media_profile_ratecontrol_targetbitrate[3] = '1500'; media_profile_ratecontrol_quality[3] = '0'; media_profile_profile[3] = '0'; media_profile_url[4] = 'v05'; media_profile_gop[4] = '30'; media_profile_ratecontrol_mode[4] = '0'; media_profile_framerate[4] = '30'; media_profile_ratecontrol_targetbitrate[4] = '512'; media_profile_ratecontrol_quality[4] = '0'; media_profile_profile[4] = '0'; media_profile_url[5] = 'v06'; media_profile_gop[5] = '30'; media_profile_ratecontrol_mode[5] = '0'; media_profile_framerate[5] = '15'; media_profile_ratecontrol_targetbitrate[5] = '512'; media_profile_ratecontrol_quality[5] = '0'; media_profile_profile[5] = '0'; media_profile_url[6] = 'v07'; media_profile_gop[6] = '30'; media_profile_ratecontrol_mode[6] = '0'; media_profile_framerate[6] = '30'; media_profile_ratecontrol_targetbitrate[6] = '128'; media_profile_ratecontrol_quality[6] = '0'; media_profile_profile[6] = '0'; media_profile_url[7] = 'v08'; media_profile_gop[7] = '30'; media_profile_ratecontrol_mode[7] = '0'; media_profile_framerate[7] = '15'; media_profile_ratecontrol_targetbitrate[7] = '128'; media_profile_ratecontrol_quality[7] = '0'; media_profile_profile[7] = '0'; var cTVStandards = '0'; var rtsp_port = '554';

2.1.2 set.video.general

To set streams parameter.

with the following parameters and values:

“ch” range for non 2M sensor series: is 1 ~ 6


      for other series is 1 ~ 8
ch 1, 3, 5, 7 are H264

ch 2, 4, 6, 8 are MJPEG

Note : The system will restart if the resolution is changed.

Example: Set streams parameter
http://192.168.0.200/cgi-bin/operator/operator.cgi?action=set.video.general&media_profile_url_1=v01&media_profile_gop_1=15&media_profile_ratecontrol_mode_1=0&media_profile_framerate_1=30&media_profile_ratecontrol_quality_1=0&media_profile_ratecontrol_targetbitrate_1=3000&media_profile_profile_1=1&media_profile_resolution_width_1=1280&media_profile_resolution_height_1=720&media_profile_resolution_width_2=1280&media_profile_resolution_height_2=720&media_profile_url_2=v02&media_profile_framerate_2=10&media_profile_ratecontrol_quality_2=0&media_profile_url_3=v03&media_profile_gop_3=30&media_profile_ratecontrol_mode_3=0&media_profile_framerate_3=30&media_profile_ratecontrol_quality_3=0&media_profile_ratecontrol_targetbitrate_3=1500&media_profile_profile_3=0&media_profile_url_4=v04&media_profile_framerate_4=15&media_profile_ratecontrol_quality_4=0&media_profile_url_5=v05&media_profile_gop_5=30&media_profile_ratecontrol_mode_5=0&media_profile_framerate_5=30&media_profile_ratecontrol_quality_5=0&media_profile_ratecontrol_targetbitrate_5=512&media_profile_profile_5=0&media_profile_url_6=v06&media_profile_framerate_6=15&media_profile_ratecontrol_quality_6=0&media_profile_url_7=v07&media_profile_gop_7=30&media_profile_ratecontrol_mode_7=0&media_profile_framerate_7=30&media_profile_ratecontrol_quality_7=0&media_profile_ratecontrol_targetbitrate_7=128&media_profile_profile_7=0&media_profile_url_8=v08&media_profile_framerate_8=15&media_profile_ratecontrol_quality_8=0

2.2 VIDEO ADVANCED
2.2.1 get.video.advanced
To get other stream parameter.

	Parameter
	Values
	Description

	imaging_settings_osd_enabled
	Boolean
	Enable OSD
0 : No

1 : Yes

	imaging_settings_osd_text_enabled
	Boolean
	Enable text OSD
0 : No

1 : Yes

	imaging_settings_osd_text_string
	String, max 20
	Text OSD string

	imaging_settings_osd_datetime_enabled
	Boolean
	Enable Date & Time OSD
0 : No

1 : Yes

	media_profile_dptz_id
	2,4
	DPTZ video source ID

2: channel 3&4

4: channel 5&6

	media_profile_dptz_enabled
	Boolean
	Enable DPTZ
0 : No

1 : Yes

	media_profile_dptz_horzoffset
	An unsigned integer

	DPTZ top left X coordinates

	media_profile_dptz_vertoffset
	An unsigned integer

	DPTZ top left Y coordinates

	media_profile_dptz_width
	An unsigned integer

	DPTZ width

	media_profile_dptz_height
	An unsigned integer

	DPTZ height

	system_misc_audiooutvolume
	An integer
-73 ~ 6
	Audio output volume (db)

6 is mean +6db

	audio_setting_enabled
	
	Enable audio-in source

	audio_setting_codec
	An unsigned integer
1 ~ 2
	Select audio encode format

1 : AAC 
2 : G.711 u-Law

	audio_setting_source
	Boolean
	Select audio-in source

0 : MIC 
1 : Line-in


	Parameter
	Values
	Description

	format
	inf
	Export INF format


Example: Get other stream parameter
http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.video.advanced

Return: Other stream parameter
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Sun, 02 Jan 2000 02:45:25 GMT

Server: Apache 1.3.29

var system_deviceinformation_model = 'AM4210';var rtsp_port = '554';var system_misc_audiooutvolume=-8

;var audio_setting_enable = '1'; var audio_setting_codec = '2'; var audio_setting_source = '0';var imaging_settings_osd_enabled = '1'; var imaging_settings_osd_text_enabled = '1'; var imaging_settings_osd_text_string ='IP CAMERA'; var imaging_settings_osd_datetime_enabled = '1';var system_deviceinformation_sensor = '2m'; var system_deviceinformation_tvstandards = '0';media_profile_dptz_id[0] = '0'; media_profile_dptz_url[0] = 'v01'; media_profile_dptz_resolution_width[0] = '1280'; media_profile_dptz_resolution_height[0] = '720'; media_profile_dptz_enabled[0] = '0'; media_profile_dptz_horzoffset[0] = '10'; media_profile_dptz_vertoffset[0] = '10'; media_profile_dptz_width[0] = '1280'; media_profile_dptz_height[0] = '720';media_profile_dptz_id[1] = '2'; media_profile_dptz_url[1] = 'v03'; media_profile_dptz_resolution_width[1] = '640'; media_profile_dptz_resolution_height[1] = '480'; media_profile_dptz_enabled[1] = '0'; media_profile_dptz_horzoffset[1] = '10'; media_profile_dptz_vertoffset[1] = '10'; media_profile_dptz_width[1] = '640'; media_profile_dptz_height[1] = '480';media_profile_dptz_id[2] = '4'; media_profile_dptz_url[2] = 'v05'; media_profile_dptz_resolution_width[2] = '320'; media_profile_dptz_resolution_height[2] = '240'; media_profile_dptz_enabled[2] = '0'; media_profile_dptz_horzoffset[2] = '10'; media_profile_dptz_vertoffset[2] = '10'; media_profile_dptz_width[2] = '320'; media_profile_dptz_height[2] = '240';var model_hardware_mic = '1'; var model_hardware_linein = '0';

Example: Get other stream parameter
http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.video.advanced

Return: Other stream parameter with INF format

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/plain; charset=UTF-8

Transfer-Encoding: chunked

Date: Sun, 02 Jan 2000 02:45:41 GMT

Server: Apache 1.3.29

[VIDEO_ADVANCED]

system_deviceinformation_model=AM4210

rtsp_port=554

system_misc_audiooutvolume=-8

audio_setting_enable=1

audio_setting_codec=2

audio_setting_source=0

imaging_settings_osd_enabled=1

imaging_settings_osd_text_enabled=1

imaging_settings_osd_text_string=IP CAMERA

imaging_settings_osd_datetime_enabled=1

system_deviceinformation_sensor=2m

system_deviceinformation_tvstandards=0

media_profile_dptz_id_0=0

media_profile_dptz_url_0=v01

media_profile_dptz_resolution_width_0=1280

media_profile_dptz_resolution_height_0=720

media_profile_dptz_enabled_0=0

media_profile_dptz_horzoffset_0=10

media_profile_dptz_vertoffset_0=10

media_profile_dptz_width_0=1280

media_profile_dptz_height_0=720

media_profile_dptz_id_1=2

media_profile_dptz_url_1=v03

media_profile_dptz_resolution_width_1=640

media_profile_dptz_resolution_height_1=480

media_profile_dptz_enabled_1=0

media_profile_dptz_horzoffset_1=10

media_profile_dptz_vertoffset_1=10

media_profile_dptz_width_1=640

media_profile_dptz_height_1=480

media_profile_dptz_id_2=4

media_profile_dptz_url_2=v05

media_profile_dptz_resolution_width_2=320

media_profile_dptz_resolution_height_2=240

media_profile_dptz_enabled_2=0

media_profile_dptz_horzoffset_2=10

media_profile_dptz_vertoffset_2=10

media_profile_dptz_width_2=320

media_profile_dptz_height_2=240

model_hardware_mic=1

model_hardware_linein=0

2.2.2 set.video.advanced
To set other stream parameter
Usage:

http://<serverIP>/cgi-bin/operator/operator.cgi?action=set.video.advanced

Example: Set other stream parameter
http://192.168.0.200/cgi-bin/operator/operator.cgi?action=set.video.advanced&imaging_settings_osd_enabled=1&imaging_settings_osd_text_enabled=1&imaging_settings_osd_text_string=IP%20CAMERA&imaging_settings_osd_datetime_enabled=1&system_misc_audiooutvolume=-8&audio_setting_source=0&audio_setting_codec=1&audio_setting_enabled=1&media_profile_dptz_enabled=1&media_profile_dptz_horzoffset=8&media_profile_dptz_vertoffset=8&media_profile_dptz_width=640&media_profile_dptz_height=480&system_deviceinformation_tvstandards=0&media_profile_dptz_id=2

2.3 CAMERA SETTINGS
2.3.1 get.camera.setting
To get camera parameters.

	Parameter
	Values
	Description

	imaging_settings_tvstandards
	An integer
-1~1
	Select video source standard.

-1 : Auto
0 : NTSC 
1 : PAL

	imaging_settings_brightness
	An unsigned integer
0~100
	Image brightness

	imaging_settings_colorsaturation
	An unsigned integer
0~100
	Image saturation

	imaging_settings_hue
	An unsigned integer
0~100
	Image Hue

	imaging_settings_contrast
	An unsigned integer
0~100
	Image contrast

(50/60/70/80/90 for not AM1000 serial and not AM7000 serial)

	imaging_settings_exposure_mode
	An unsigned integer
0~2
	Exposure mode.

0 Auto, 1 PAL, 2 NTSC

	imaging_settings_exposure_maxexposuretime
	An unsigned integer
1~3
	Select max. exposure time.

1 1/30, 2 1/15, 3 1/6

	imaging_settings_exposure_maxgain
	An unsigned integer
0~4
	AGC 0 is mean max level. 

	Imaging_settings_ircutfilter
	An unsigned integer
0~6
	Select ICR/LEN control mode.

0 By light-sensor, 1 Night mode, 2 Day mode, 3 By Time, 4 By GPIN status, 5 By PIR & light-sensor, 6 By PIR.

	Imaging_settings_whitebalance_mode
	An unsigned integer
0~5
	Select white balance mode

0 Auto, 1 Hold, 2 Outdoor_1,

3 Outdoor_2, 4 Indoor

	imaging_settings_mirror_horizontal
	An unsigned integer
0,1
	Horizontal mirror image. 1: enable

	imaging_settings_mirror_vertical
	An unsigned integer
0,1
	Vertical flip image. 1: enable

	imaging_settings_voutstandards
	An unsigned integer
0,1
	Video output standard

0 NTSC, 1 PAL

	imaging_settings_iricr_dayhour
	An unsigned integer
0~23
	Day hour for ICR/LEN control

	imaging_settings_iricr_dayminute
	An unsigned integer 0~59
	Day minute for ICR/LEN control

	imaging_settings_iricr_nighthour
	An unsigned integer 0~23
	Night hour for ICR/LEN control

	imaging_settings_iricr_nightminute
	An unsigned integer 0~59
	Night minute for ICR/LEN control

	imaging_settings_iricr_gpinstatus
	An unsigned integer 0,1
	GPIN status for Day for ICR/LEN control

0: close, 1: open

	imaging_settings_pir_duration
	An unsigned integer 5~30
	PIR duration (sec) for ICR/LEN control

	imaging_settings_pir_sensitivity
	An unsigned integer 10~100
	PIR sensitivity for ICR/LEN control

每10為一個階級

	imaging_settings_aewindows_0
	An unsigned integer
0~15
	AE window X

	imaging_settings_aewindows_1
	An unsigned integer
0~14
	AE window Y

	imaging_settings_aewindows_2
	An unsigned integer
0~15
	AW window Width

	imaging_settings_aewindows_3
	An unsigned integer
0~14
	AW window Height

	barcmd
	An unsigned integer
	Action command index

03 : brightness

04 : Hue

05 : Saturation

06 : WhiteBalance_Mode

07 : Exposure_Mode

08 : Exposure_MaxExposureTime

09 : Exposure_MaxGain

12 : Mirror/flip

13 : Contrast

14 : TVStandards

15 : IR/LED control

17 : Video output standard

19 : AE window


Usage:

http://<serverIP>/cgi-bin/operator/operator.cgi?action=get.camera.setting[&<parameter>=<value>…]

	Parameter
	Values
	Description

	Format
	inf
	Export INF format


Example: Get camera parameter
http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.camera.setting

Return: Get camera parameter
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 03:11:17 GMT

Server: Apache 1.3.29

var system_deviceinformation_sensor = '2m'; var system_deviceinformation_tvstandards = '0'; var system_deviceinformation_model = 'AM4210';var rtsp_port = '554';var imaging_settings_brightness = '50'; var imaging_settings_hue = '50'; var imaging_settings_colorsaturation ='50'; var imaging_settings_contrast = '50'; var imaging_settings_whitebalance_mode = '0'; var imaging_settings_exposure_mode = '0'; var imaging_settings_exposure_maxexposuretime ='1'; var imaging_settings_exposure_maxgain = '3'; var imaging_settings_ircutfilter = '0'; var imaging_settings_led_mode = '0'; var imaging_settings_mirror_vertical = '0'; var imaging_settings_mirror_horizontal = '0'; var imaging_settings_tvstandards = '0'; var imaging_settings_voutstandards = '0'; var imaging_settings_iricr_dayhour = '6'; var imaging_settings_iricr_dayminute = '0'; var imaging_settings_iricr_nighthour = '18'; var imaging_settings_iricr_nightminute = '0'; var imaging_settings_iricr_gpinnumber = '0'; var imaging_settings_iricr_gpinstatus = '1';  var imaging_settings_bwmode ='0'; var imaging_settings_pir_duration = '5'; var imaging_settings_pir_sensitivity = '10'; var imaging_settings_autogain_mode = '0'; var imaging_settings_autogain_day = '3'; var imaging_settings_autogain_night = '1'; var imaging_settings_aewindows_0 = '1'; var imaging_settings_aewindows_1 = '1'; var imaging_settings_aewindows_2 = '13'; var imaging_settings_aewindows_3= '13';var model_hardware_irled = '0'; var model_hardware_serialport = '1';var model_hardware_gpin = '1'; var model_hardware_gpout = '1'; var model_hardware_videoout = '1';var media_profile_url = 'v01'; var media_profile_resolution_width = '1280'; var media_profile_resolution_height = '720';

Example: Get camera parameter
http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.camera.setting&format=inf

Return: Get camera parameter with INF format
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/plain; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 03:11:25 GMT

Server: Apache 1.3.29

[CAMERA_SETTING]

system_deviceinformation_sensor=2m

system_deviceinformation_vstandards=0

system_deviceinformation_model=AM4210

rtsp_port=554

imaging_settings_brightness=50

imaging_settings_hue=50

imaging_settings_colorsaturation=50

imaging_settings_contrast=50

imaging_settings_whitebalance_mode=0

imaging_settings_exposure_mode=0

imaging_settings_exposure_maxexposuretime=1

imaging_settings_exposure_maxgain=3

imaging_settings_ircutfilter=0

imaging_settings_led_mode=0

imaging_settings_mirror_vertical=0

imaging_settings_mirror_horizontal=0

imaging_settings_tvstandards=0

imaging_settings_voutstandards=0

imaging_settings_iricr_dayhour=6

imaging_settings_iricr_dayminute=0

imaging_settings_iricr_nighthour=18

imaging_settings_iricr_nightminute=0

imaging_settings_iricr_gpinnumber=0

imaging_settings_iricr_gpinstatus=1

imaging_settings_bwmode=0

imaging_settings_pir_duration=5

imaging_settings_pir_sensitivity=10

imaging_settings_autogain_mode=0

imaging_settings_autogain_day=3

imaging_settings_autogain_night=1

imaging_settings_aewindows_0=1

imaging_settings_aewindows_1=1

imaging_settings_aewindows_2=13

imaging_settings_aewindows_3=13

model_hardware_irled=0

model_hardware_serialport=1

model_hardware_gpin=1

model_hardware_gpout=1

model_hardware_videoout=1

media_profile_rul=v01

media_profile_resolution_width=1280

media_profile_resolution_height=720

2.3.2 set.camera.setting
To set camera parameters.

Example: Set brightness to 65

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=set.camera.setting&imaging_settings_brightness=65&barcmd=3

2.3.3 set.camera.loaddefault
To set camera parameter to default value.

Example: Set brightness to 65

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=set.camera.loaddefault

2.3.4 set.camera.settings.bwmode
To set camera B/W mode.

	Parameter
	Values
	Description

	imaging_settings_bwmode
	An unsigned integer 
0~2
	Select image Back/White mode.

0 : By ICR/LEN setting
1 : Back/While 
2 : Color


Example: Set image to back/while mode

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=set.camera.settings.bwmode&imaging_settings_bwmode=1

2.3.5 set.camera.settings.maxgain
To set camera gain for auto mode.

	Parameter
	Values
	Description

	imaging_settings_autogain_mode
	An unsigned integer 
0~1
	Enable auto gain mode

	imaging_settings_autogain_day
	An unsigned integer 
0~5
	Max.gain for Day mode

	imaging_settings_autogain_night
	An unsigned integer 
0~5
	Max gain for Night mode.

	imaging_settings_exposure_maxgain
	An unsigned integer 
0~5
	See 2.3.2


Example: Set max. gain by ICR/LED control

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=set.camera.settings.maxgain&imaging_settings_autogain_mode=1&imaging_settings_autogain_day=3&imaging_settings_autogain_night=1&barcmd=9

2.4 CAMERA PTZ
2.4.1 get.camera.ptz
To get PTZ/Serial port parameter
	Parameter
	Values
	Description

	ptz_setting_enable
	An unsigned integer
0~1
	Enable PTZ control.

0 : No

1 : Yes

	ptz_setting_protocol
	An unsigned intege
0~3
	Select PTZ protocol

0 : PelcoD 
1 : PelXXX 
2 : Lilin 
3 : DynaColor

	ptz_setting_deviceid
	An integer
	PTZ device ID

	ptz_setting_speed
	An unsigned intege
1~10
	PTZ speed

	ptz_setting_channel
	An unsigned intege
0~3
	PTZ mapping to video-in

	system_serial_buadrate
	An unsigned intege
300,1200,2400,

4800,9600,

19200,38400,

57500,115200
	Baud rate for serial port

	system_serial_databit
	An unsigned intege
7,8
	Data bits for serial port

	system_serial_stopbit
	An unsigned intege
0,1
	Stop bits for serial port

	system_serial_parity
	An unsigned intege
0~2
	Parity for serial port

0 None, 

	system_serial_flowcontrol
	An unsigned intege
0~2
	Flow control for serial port


	Parameter
	Values
	Description

	Format
	inf
	Export INF format


Example: Get PTZ/Serial port parameter
http://192.168.0.200 /cgi-bin/operator/operator.cgi?action=get.camera.ptz

Return:
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Mon, 03 Jan 2000 03:48:03 GMT

Server: Apache 1.3.29

ptz_setting_channel[0] = '0'; ptz_setting_enable[0] = '0'; ptz_setting_protocol[0] = '0'; ptz_setting_deviceid[0] = '1'; ptz_setting_speed[0] = '5';ptz_setting_channel[1] = '1'; ptz_setting_enable[1] = '0'; ptz_setting_protocol[1] = '0'; ptz_setting_deviceid[1] = '2'; ptz_setting_speed[1] = '5';ptz_setting_channel[2] = '2'; ptz_setting_enable[2] = '0'; ptz_setting_protocol[2] = '0'; ptz_setting_deviceid[2] = '3'; ptz_setting_speed[2] = '5';ptz_setting_channel[3] = '3'; ptz_setting_enable[3] = '0'; ptz_setting_protocol[3] = '0'; ptz_setting_deviceid[3] = '4'; ptz_setting_speed[3] = '5';var system_serial_type = '0'; var system_serial_buadrate = '2400'; var system_serial_databit = '8'; var system_serial_stopbit = '1'; var system_serial_parity = '0'; var system_serial_flowcontrol = '0'; var system_serial_device = '';

Example: Get PTZ/Serial port parameter
http://192.168.0.200 /cgi-bin/operator/operator.cgi?action=get.camera.ptz&format=inf

Return: INF format
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/plain; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 03:40:25 GMT

Server: Apache 1.3.29

[CAMERA_PTZ]

ptz_setting_channel_0=0

ptz_setting_enable_0=0

ptz_setting_protocol_0=0

ptz_setting_deviceid_0=1

ptz_setting_speed_0=5

ptz_setting_channel_1=1

ptz_setting_enable_1=0

ptz_setting_protocol_1=0

ptz_setting_deviceid_1=2

ptz_setting_speed_1=5

ptz_setting_channel_2=2

ptz_setting_enable_2=0

ptz_setting_protocol_2=0

ptz_setting_deviceid_2=3

ptz_setting_speed_2=5

ptz_setting_channel_3=3

ptz_setting_enable_3=0

ptz_setting_protocol_3=0

ptz_setting_deviceid_3=4

ptz_setting_speed_3=5

system_serial_type=0

system_serial_buadrate=2400

system_serial_databit=8

system_serial_stopbit=1

system_serial_parity=0

system_serial_flowcontrol=0

system_serial_device=0

2.4.2 set.camera.ptz
To set PTZ/Serial port parameter
Example: set the PTZ enable(ID:2/speed:5/protocol:PelXXX) and Serial port (burate:2400/data:8/stop:1/parity:None) of server.

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=set.camera.ptz&ptz_setting_channel=0&ptz_setting_enable=1&ptz_setting_protocol=0&ptz_setting_deviceid=1&ptz_setting_speed=5&system_serial_buadrate=2400&system_serial_databit=8&system_serial_stopbit=1&system_serial_parity=0&system_serial_flowcontrol=0

2.5 STORAGE DISK INFORMATION
2.5.1 get.recordfile.format
To get record information
	Parameter
	Values
	Description

	system_storage_information_recordfile
	String

Mp4, file
	Select Record file format

	system_storage_information_rec_channel
	An unsigned integer
0,2,4,(6)
	Select Record channel

	system_storage_information_duration
	An unsigned integer
10~900
	Record file duration

	system_storage_information_prealarm_enable
	An unsigned integer
0, 1
	Enable pre-alarm record

	system_storage_information_prealarm_second
	An unsigned integer
1~3
	Select pre-alarm second


	Parameter
	Values
	Description

	format
	inf
	Export INF format


Example: Get record infomation

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.recordfile.format

Return:
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 03:52:16 GMT

Server: Apache 1.3.29

var system_storage_information_recordfile = 'mp4'; var system_storage_information_rec_channel = '0'; var system_storage_information_duration = '900'; var system_storage_information_prealarm_enable = '0'; var system_storage_information_prealarm_second = '2';media_profile_id[0] = '0'; media_profile_url[0] = 'v01';media_profile_id[1] = '2'; media_profile_url[1] = 'v03';media_profile_id[2] = '4'; media_profile_url[2] = 'v05';media_profile_id[3] = '6'; media_profile_url[3] = 'v07';var system_deviceinformation_sensor = '2m';
Example: Get record infomation

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.recordfile.format&format=inf

Return:
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/plain; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 03:52:22 GMT

Server: Apache 1.3.29

[RECORDFILE_FORMAT]

system_storage_information_recordfile=mp4

system_storage_information_rec_channel=0

system_storage_information_duration=900

system_storage_information_prealarm_enable

system_storage_information_prealarm_second

media_profile_id_0=0

media_profile_url_0=v01

media_profile_id_1=2

media_profile_url_1=v03

media_profile_id_2=4

media_profile_url_2=v05

media_profile_id_3=6

media_profile_url_3=v07

system_deviceinformation_sensor=2m

2.5.2 set.recordfile.format
To set the format of the record files.

Example: Set record file format

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=set.recordfile.format&system_storage_information_recordfile=mp4&system_storage_information_rec_channel=0&system_storage_information_prealarm_enable=0&system_storage_information_prealarm_second=2&system_storage_information_duration=900

2.5.3 set.storage.format
Format SD Card

Example: Format SD card

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=set.storage.format

2.5.4 record.start
Start recording

Example: Start recording

http://192.168.0.200/cgi-bin/operator/operator.cgi?action= record.start
2.5.5 record.stop
Stop recording

Example: Stop recording

http://192.168.0.200/cgi-bin/operator/operator.cgi?action= record.stop
2.5.6 record.continue
Stop current record file and start a new one.
http://<serverIP>/cgi-bin/operator/operator.cgi?action=record.continue

Example: Stop current record file and start a new one.

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=record.continue
2.6 EVENT CONFIGURATION
2.6.1 get.event.configuration
To get all event rule configuration
	Parameter
	Values
	Description

	event_rule_name
	String, max 20
	The alias of an event rule

	event_rule_enabled
	Boolean
	Enable the event rule

0 : No

1 : Yes

	event_rule_periodic
	Boolean
	Event rule type

0 : Always

1 : Schedule

	event_rule_weekdays
	String, max 7
	Format : xxxxxx

1000000 : Sunday is set

1000001 : Sunday and Saturday are set.

	event_rule_starttime
	An unsigned integer
0~3600x24
	When periodic is 1, 
the start time.

	event_rule_duration
	An unsigned integer
0~3600x24
	When periodic is 1, 
the end time.

	event_rule_triggerbymotion_enable
	Boolean
	Enable Trigger by motion detection.

0 : No

1 : Yes

	event_rule_triggerbymotion_window_id
	An unsigned integer
	Motion detection windows ID.

	event_rule_triggerbyboot_enable
	Boolean
	Enable trigger when device boots.

0 : No

1 : Yes

	event_rule_triggerbyschedule_enable
	Boolean
	Enable trigger by schedule.

0 : No

1 : Yes

	event_rule_actionupload_enabled
	Boolean
	Enable upload action.

0 : No

1 : Yes

	event_rule_actionupload_type
	0
	Fixed value. ( Upload via FTP )

	event_rule_actionupload_ftp_id
	An unsigned integer
	FTP server id.

	event_rule_actionupload_file_type
	0
	Fixed value. ( JPEG )

	event_rule_actionupload_post_alarm
	An unsigned integer
1~200
	When trigger is not by ‘Schedule’.



	event_rule_actionupload_interval
	An unsigned integer
1~300000
	1.1 seconds = 1100.

	event_rule_actionemail_enabled
	Boolean
	Enable email action.

0 : No

1 : Yes

	event_rule_actionemail_smtp_id
	An unsigned integer
	SMTP server id.

	event_rule_actionemail_file_type
	
	

	event_rule_actionemail_post_alarm
	An unsigned integer
1~200
	When trigger is not by ‘Schedule’.



	event_rule_actionemail_interval
	An unsigned integer
1~300000
	1.1 seconds = 1100.

	event_rule_actionemail_smtp_email
	String, max 80
	Target email address.

	event_rule_actionemail_smtp_subject
	String, max 80
	Email subject.

	event_rule_actionemail_smtp_information
	String, max 80
	Email message.

	event_rule_actionemail_smtp_upload
	Boolean
	Enable upload file.

0 : No

1 : Yes

	event_rule_actionhttp_enabled
	Boolean
	Enable HTTP action.

0 : No

1 : Yes

	event_rule_actionhttp_http_id
	An unsigned integer

	HTTP server id.

	event_rule_actionhttp_http_post_alarm
	An unsigned integer
1~200
	When trigger is not by ‘Schedule’.



	event_rule_actionhttp_http_interval
	An unsigned integer
1~300000
	1.1 seconds = 1100.

	event_rule_actionhttp_http_message
	String, max 80
	HTTP message.

	event_rule_actiontcp_enabled
	Boolean
	Enable TCP action.

	event_rule_actiontcp_tcp_id
	An unsigned integer
	TCP server id.

	event_rule_actiontcp_tcp_post_alarm
	An unsigned integer
1~200
	When trigger is not by ‘Schedule’.



	event_rule_actiontcp_tcp_interval
	An unsigned integer
1~300000
	1.1 seconds = 1100.

	event_rule_actiontcp_tcp_message
	String, max 80
	TCP message.

	event_rule_actionrecord_enabled
	Boolean
	Enable record to SD.

0 : No

1 : Yes

	event_rule_triggerbygpin_enable
	Boolean
	0 : No

1 : Yes

	event_rule_triggerbygpin_id
	An unsigned integer
	GPIN id.

	event_rule_actiongpout_enabled
	Boolean
	0 : No

1 : Yes

	event_rule_actiongpout_id
	An unsigned integer
	GPOUT id.

	event_rule_id
	An unsigned integer
	The rule index id.


	Parameter
	Values
	Description

	format
	inf
	Export INF format


Example: Get all event ruler

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.event.configuration

Return: No event rule configuration
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 04:57:41 GMT

Server: Apache 1.3.29

var pir_record_action = '0';var model_hardware_gpin = '1'; var model_hardware_gpout = '1';io_relayoutput_token[0] = '1'; io_relayoutput_properties_mode[0] = '0'; io_relayoutput_properties_delaytime[0] = 5; io_relayoutput_properties_idlestate[0] = '1'; io_relayoutput_logicalstate[0] = '1'; io_relayoutput_io_type[0] = '1';io_relayoutput_token[1] = '1'; io_relayoutput_properties_mode[1] = '0'; io_relayoutput_properties_delaytime[1] = 5; io_relayoutput_properties_idlestate[1] = '1'; io_relayoutput_logicalstate[1] = '1'; io_relayoutput_io_type[1] = '0';var system_io = 1;var system_deviceinformation_model = 'AM4210';

Example: Get all event ruler

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.event.configuration

Return: With event rule configuration

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 05:19:18 GMT

Server: Apache 1.3.29

var pir_record_action = '0';event_rule_id[0] = '3'; event_rule_name[0] = 'test'; event_rule_enabled[0] = '1'; event_rule_periodic[0] = '0'; event_rule_triggerbymotion_enable[0] = '0'; event_rule_triggerbyboot_enable[0] = '0'; event_rule_triggerbyschedule_enable[0] = '1'; event_rule_triggerbygpin_enable[0] = '0'; event_rule_actionupload_enabled[0] = '0'; event_rule_actionemail_enabled[0] = '0'; event_rule_actionhttp_enabled[0] = '0'; event_rule_actiontcp_enabled[0] = '0'; event_rule_actionrecord_enabled[0] = '1'; event_rule_actiongpout_enabled[0] = '0'; event_rule_weekdays[0] = '0000000'; event_rule_starttime[0] = '0'; event_rule_duration[0] = '0'; event_rule_triggerbymotion_window_id[0] = '0'; event_rule_actionupload_type[0] = '0'; event_rule_actionupload_ftp_id[0] = '0'; event_rule_actionupload_post_alarm[0] = '10'; event_rule_actionupload_interval[0] = '1000'; event_rule_actionupload_file_type[0] = '0'; event_rule_actionemail_smtp_id[0] = '0'; event_rule_actionemail_smtp_email[0] = ''; event_rule_actionemail_smtp_subject[0] = ''; event_rule_actionemail_smtp_information[0] = ''; event_rule_actionemail_smtp_upload[0] = '0'; event_rule_actionemail_post_alarm[0] = '10'; event_rule_actionemail_interval[0] = '1000'; event_rule_actionemail_file_type[0] = '0'; event_rule_actionhttp_http_id[0] = '0';event_rule_actionhttp_http_post_alarm[0] = '10'; event_rule_actionhttp_http_interval[0] = '1000'; event_rule_actionhttp_http_parameter[0] = ''; event_rule_actionhttp_http_message[0] = ''; event_rule_actiontcp_tcp_id[0] = '0'; event_rule_actiontcp_tcp_post_alarm[0] = '10'; event_rule_actiontcp_tcp_interval[0] = '1000'; event_rule_actiontcp_tcp_message[0] = ''; event_rule_triggerbygpin_id[0] = '1'; event_rule_actiongpout_id[0] = '0';var model_hardware_gpin = '1'; var model_hardware_gpout = '1';io_relayoutput_token[0] = '1'; io_relayoutput_properties_mode[0] = '0'; io_relayoutput_properties_delaytime[0] = 5; io_relayoutput_properties_idlestate[0] = '1'; io_relayoutput_logicalstate[0] = '1'; io_relayoutput_io_type[0] = '1';io_relayoutput_token[1] = '1'; io_relayoutput_properties_mode[1] = '0'; io_relayoutput_properties_delaytime[1] = 5; io_relayoutput_properties_idlestate[1] = '1'; io_relayoutput_logicalstate[1] = '1'; io_relayoutput_io_type[1] = '0';var system_io = 1;var system_deviceinformation_model = 'AM4210';

Example: Get all event rule

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.event.configuration&format=inf

Return: With event rule configuration

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/plain; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 05:19:21 GMT

Server: Apache 1.3.29

[EVENT_CONFIGURATION]

pir_record_action=0

event_rule_id_0=3

event_rule_name_0=test

event_rule_enabled_0=1

event_rule_periodic_0=0

event_rule_triggerbymotion_enable_0=0

event_rule_triggerbyboot_enable_0=0

event_rule_triggerbyschedule_enable_0=1

event_rule_triggerbygpin_enable_0= 0

event_rule_actionupload_enabled_0=0

event_rule_actionemail_enabled_0=0

event_rule_actionhttp_enabled_0=0

event_rule_actiontcp_enabled_0=0

event_rule_actionrecord_enabled_0=1

event_rule_actiongpout_enabled_0=0

event_rule_weekdays_0=0000000

event_rule_starttime_0=0

event_rule_duration_0=0

event_rule_triggerbymotion_window_id_0=0

event_rule_actionupload_type_0=0

event_rule_actionupload_ftp_id_0=0

event_rule_actionupload_post_alarm_0=10

event_rule_actionupload_interval_0=1000

event_rule_actionupload_file_type_0=0

event_rule_actionemail_smtp_id_0=0

event_rule_actionemail_smtp_email_0=

event_rule_actionemail_smtp_subject_0=

event_rule_actionemail_smtp_information_0=

event_rule_actionemail_smtp_upload_0=0

event_rule_actionemail_post_alarm_0=10

event_rule_actionemail_interval_0=1000

event_rule_actionemail_file_type_0=0

event_rule_actionhttp_http_id_0=0

event_rule_actionhttp_http_post_alarm_0=10

event_rule_actionhttp_http_interval_0=1000

event_rule_actionhttp_http_parameter_0=

event_rule_actionhttp_http_message_0=

event_rule_actiontcp_tcp_id_0=0

event_rule_actiontcp_tcp_post_alarm_0=10

event_rule_actiontcp_tcp_interval_0=1000

event_rule_actiontcp_tcp_message_0=

event_rule_triggerbygpin_id_0=1

event_rule_actiongpout_id_0=0

model_hardware_gpin=1

model_hardware_gpout=1

io_relayoutput_token_0=1

io_relayoutput_properties_mode_0=0

io_relayoutput_properties_delaytime_0=5

io_relayoutput_properties_idlestate_0=1

io_relayoutput_logicalstate_0=1

io_relayoutput_io_type_0=1

io_relayoutput_token_1=1

io_relayoutput_properties_mode_1=0

io_relayoutput_properties_delaytime_1=5

io_relayoutput_properties_idlestate_1=1

io_relayoutput_logicalstate_1=1

io_relayoutput_io_type_1=0

system_io=1

system_deviceinformation_model=AM4210

Example: Get all event ruler

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.event.configuration&format=inf


Return: No event rule configuration
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/plain; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 04:57:48 GMT

Server: Apache 1.3.29

[EVENT_CONFIGURATION]

pir_record_action=0

model_hardware_gpin=1

model_hardware_gpout=1

io_relayoutput_token_0=1

io_relayoutput_properties_mode_0=0

io_relayoutput_properties_delaytime_0=5

io_relayoutput_properties_idlestate_0=1

io_relayoutput_logicalstate_0=1

io_relayoutput_io_type_0=1

io_relayoutput_token_1=1

io_relayoutput_properties_mode_1=0

io_relayoutput_properties_delaytime_1=5

io_relayoutput_properties_idlestate_1=1

io_relayoutput_logicalstate_1=1

io_relayoutput_io_type_1=0

system_io=1

system_deviceinformation_model=AM4210

2.6.2 update.event.configuration
Update Event rule configuration

Example: Modify schedule recording event rule with GPOUT

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=update.event.configuration&event_rule_id=4&event_rule_name=tset&event_rule_enabled=1&event_rule_periodic=0&event_rule_weekdays=0000000&event_rule_starttime=0&event_rule_duration=0&event_rule_triggerbymotion_enable=0&event_rule_triggerbymotion_window_id=0&event_rule_triggerbyboot_enable=0&event_rule_triggerbyschedule_enable=1&event_rule_actionupload_enabled=0&event_rule_actionupload_type=0&event_rule_actionupload_ftp_id=0&event_rule_actionupload_file_type=0&event_rule_actionupload_post_alarm=10&event_rule_actionupload_interval=1000&event_rule_actionemail_enabled=0&event_rule_actionemail_smtp_id=0&event_rule_actionemail_file_type=0&event_rule_actionemail_post_alarm=10&event_rule_actionemail_interval=1000&event_rule_actionemail_smtp_email=&event_rule_actionemail_smtp_subject=&event_rule_actionemail_smtp_information=&event_rule_actionemail_smtp_upload=0&event_rule_actionhttp_enabled=0&event_rule_actionhttp_http_id=0&event_rule_actionhttp_http_post_alarm=10&event_rule_actionhttp_http_interval=1000&event_rule_actionhttp_http_parameter=&event_rule_actionhttp_http_message=&event_rule_actiontcp_enabled=0&event_rule_actiontcp_tcp_id=0&event_rule_actiontcp_tcp_post_alarm=10&event_rule_actiontcp_tcp_interval=1000&event_rule_actiontcp_tcp_message=&event_rule_actionrecord_enabled=1&event_rule_triggerbygpin_enable=0&event_rule_triggerbygpin_id=1&event_rule_actiongpout_enabled=1&event_rule_actiongpout_id=1

2.6.3 add.event.configuration
Add event rule
http://<serverIP>/cgi-bin/operator/operator.cgi?action=add.event.configuration[&<parameter>=<value>…]

Note : event_rule_id will be created by system automatticly.

Example: Add schedule recording event rule

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=add.event.configuration&event_rule_id=&event_rule_name=tset&event_rule_enabled=1&event_rule_periodic=0&event_rule_weekdays=0000000&event_rule_starttime=0&event_rule_duration=0&event_rule_triggerbymotion_enable=0&event_rule_triggerbymotion_window_id=0&event_rule_triggerbyboot_enable=0&event_rule_triggerbyschedule_enable=1&event_rule_actionupload_enabled=0&event_rule_actionupload_type=0&event_rule_actionupload_ftp_id=0&event_rule_actionupload_file_type=0&event_rule_actionupload_post_alarm=10&event_rule_actionupload_interval=1000&event_rule_actionemail_enabled=0&event_rule_actionemail_smtp_id=0&event_rule_actionemail_file_type=0&event_rule_actionemail_post_alarm=10&event_rule_actionemail_interval=1000&event_rule_actionemail_smtp_email=&event_rule_actionemail_smtp_subject=&event_rule_actionemail_smtp_information=&event_rule_actionemail_smtp_upload=0&event_rule_actionhttp_enabled=0&event_rule_actionhttp_http_id=0&event_rule_actionhttp_http_post_alarm=10&event_rule_actionhttp_http_interval=1000&event_rule_actionhttp_http_parameter=&event_rule_actionhttp_http_message=&event_rule_actiontcp_enabled=0&event_rule_actiontcp_tcp_id=0&event_rule_actiontcp_tcp_post_alarm=10&event_rule_actiontcp_tcp_interval=1000&event_rule_actiontcp_tcp_message=&event_rule_actionrecord_enabled=1&event_rule_triggerbygpin_enable=0&event_rule_triggerbygpin_id=1&event_rule_actiongpout_enabled=0&event_rule_actiongpout_id=0

2.6.4 del.event.configuration
Delete event rule by ID

	Parameter
	Values
	Description

	event_rule_id
	integer
	Delete event rule ID


Example: Get all event server

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=del.event.configuration&event_rule_id=4

2.7 EVENT MOTION DETECTION
2.7.1 get.event.motion.detection
To get motion window configuration.

	Parameter
	Values
	Description

	motion_window_name
	String, max 20
	Motion detection window nickname

	motion_window_color
	An unsigned integer
0~2
	Motion detection window display color

0 : Red 
1 : Green 
2 : Blue

	motion_window_rectangle_x
	An unsigned integer
	Top left X coordinates

	motion_window_rectangle_y
	An unsigned integer
	Top left Y coordinates

	motion_window_rectangle_width
	An unsigned integer
	Motion detection window width

	motion_window_rectangle_height
	An unsigned integer
	Motion detection window height

	motion_window_trigger_sensitivity
	An unsigned integer 0~100
	Motion sensitivity.

	motion_window_id
	An unsigned integer 0~2
	Motion detection window ID


	Parameter
	Values
	Description

	format
	inf
	Export INF format


Example: Get motion window configuration

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.event.motion.detection

Return: No motion detection configuration
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 19:49:01 GMT

Server: Apache 1.3.29

var rtsp_port = '554';var media_profile_url = 'v01'; var media_profile_resolution_width = '1280'; var media_profile_resolution_height = '720';var imaging_settings_osd_test = '0';var system_io = 1;var system_deviceinformation_model = 'AM4210';

Return: With motion detection block configuration
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 20:10:36 GMT

Server: Apache 1.3.29

var rtsp_port = '554';var media_profile_url = 'v01'; var media_profile_resolution_width = '1280'; var media_profile_resolution_height = '720';var imaging_settings_osd_test = '0';var system_io = 1;motion_window_id[0] = '0'; motion_window_name[0] = 'TEST'; motion_window_color[0] = '1'; motion_window_rectangle_x[0] = '90'; motion_window_rectangle_y[0] = '310'; motion_window_rectangle_width[0] = '256'; motion_window_rectangle_height[0] = '256'; motion_window_trigger_level[0] = '100'; motion_window_trigger_sensitivity[0] = '80';var system_deviceinformation_model = 'AM4210';

Example: Get motion window configuration

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.event.motion.detection&format=inf
Return: No motion detection configuration
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/plain; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 19:49:10 GMT

Server: Apache 1.3.29

[EVENT_MOTION_DETECTION]

rtsp_port=554

media_profile_url=v01

media_profile_resolution_width=1280

media_profile_resolution_height=720

imaging_settings_osd_test=0

system_io=1

system_deviceinformation_model=AM4210

Return: With motion detection block configuration
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/plain; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 20:10:39 GMT

Server: Apache 1.3.29

[EVENT_MOTION_DETECTION]

rtsp_port=554

media_profile_url=v01

media_profile_resolution_width=1280

media_profile_resolution_height=720

imaging_settings_osd_test=0

system_io=1

motion_window_id_0=0

motion_window_name_0=TEST

motion_window_color_0=1

motion_window_rectangle_x_0=90

motion_window_rectangle_y_0=310

motion_window_rectangle_width_0=256

motion_window_rectangle_height_0=256

motion_window_trigger_level_0=100

motion_window_trigger_sensitivity_0=80

system_deviceinformation_model=AM4210

2.7.2 set.motion.osd
Enable motion test OSD
http://<serverIP>/cgi-bin/operator/operator.cgi?action=set.motion.osd[&<parameter>=<value>…]

	Parameter
	Values
	Description

	imaging_settings_osd_test
	An unsigned integer
0,1
	Enable motion detection OSD


Example: Enable motion detection OSD

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=set.motion.osd&imaging_settings_osd_test=1
2.7.3 update.event.motion.detection
Update motion detection windows configuration
http://<serverIP>/cgi-bin/operator/operator.cgi?action=update.event.motion.detection[&<parameter>=<value>…]

Example: Modify motion detection window configuration

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=update.event.motion.detection&motion_window_name=TEST&motion_window_trigger_level=100&motion_window_trigger_sensitivity=80&motion_window_color=1&motion_window_rectangle_x=90&motion_window_rectangle_y=310&motion_window_rectangle_width=256&motion_window_rectangle_height=256&motion_window_id=0

2.7.4 add.event.motion.detection
Add motion detection windows configurations

http://<serverIP>/cgi-bin/operator/operator.cgi?action=add.event.motion.detection[&<parameter>=<value>…]

Example: Add motion detection window by ID

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=add.event.motion.detection&motion_window_name=TEST&motion_window_trigger_level=100&motion_window_trigger_sensitivity=80&motion_window_color=0&motion_window_rectangle_x=212&motion_window_rectangle_y=160&motion_window_rectangle_width=256&motion_window_rectangle_height=256&motion_window_id=0

2.7.5 del.event.motion.detection
Delete motion detection configuration by ID

http://<serverIP>/cgi-bin/operator/operator.cgi?action=del.event.configuration[&<parameter>=<value>…]

	Parameter
	Values
	Description

	motion_window_id
	An unsigned integer
0~2
	Delete motion detection windows ID


Example: Delete motion detection window by ID

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=del.event.motion.detection&motion_window_id=0

2.8 EVENT SERVER
2.8.1 get.event.server
Get all server configuration for event rule
	Parameter
	Values
	Description

	server_ftp_name
	String, max 32
	Nickname for FTP server

	server_ftp_address
	IP address
	FTP server address

	server_ftp_port
	Network port
	FTP port

	server_ftp_path
	String, max 50
	FTP upload path

	server_ftp_username
	String, max 32
	FTP username

	server_ftp_password
	String, max 32
	FTP password

	server_ftp_id
	An unsigned integer
	FTP server ID


	server_http_name 
	String, max 32
	Nickname for HTTP server

	server_http_url
	String, max 50
	HTTP server address

	server_http_username
	String, max 32
	HTTP username

	server_http_password
	String, max 32
	HTTP password

	server_http_id
	An unsigned integer
	HTTP server ID


	server_tcp_name
	String, max 32
	Nickname for TCP server

	server_tcp_address
	IP address
	TCP server address

	server_tcp_port
	Network port
	TCP port

	server_tcp_id
	An unsigned integer
	TCP server ID


	server_smtp_name
	String, max 32
	Nickname for SMTP server

	server_smtp_address
	IP address
	SMTP server address

	server_smtp_port
	An unsigned integer
	SMTP port

	server_smtp_username
	String, max 32
	Email username

	server_smtp_password
	String, max 32
	Email password

	server_smtp_ssl
	Boolean
	Enable login with SSL

0 : No 
1 : Yes

	server_smtp_from_address
	String, max 80
	Email address

	server_smtp_id
	An unsigned integer
	SMTP server ID


	Parameter
	Values
	Description

	format
	inf
	Export INF format


Example: Get all event server

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.event.server

Return: No event server
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 20:37:37 GMT

Server: Apache 1.3.29

var ipchange_enabled = '0'; var event_actionemail_smtp_id = '0';event_rule_id[0] = '1'; event_rule_name[0] = 'IP_CHANGE'; event_actionupload_ftp_id[0] = '0'; event_actionemail_smtp_id[0] = '0'; event_actionhttp_http_id[0]= '0'; event_actiontcp_tcp_id[0] = '0';event_rule_id[1] = '2'; event_rule_name[1] = 'PIR'; event_actionupload_ftp_id[1] = '0'; event_actionemail_smtp_id[1] = '0'; event_actionhttp_http_id[1]= '0'; event_actiontcp_tcp_id[1] = '0';var system_io = 1;var system_deviceinformation_model = 'AM4210';

Return: with event server
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 21:00:24 GMT

Server: Apache 1.3.29

server_ftp_id[0] = '1'; server_ftp_name[0] = 'FTP1'; server_ftp_port[0] ='21'; server_ftp_address[0] = '192.168.0.100'; server_ftp_path[0] = '/tmp1'; server_ftp_username[0] = 'test'; server_ftp_password[0] = 'test';server_http_id[0] = '1'; server_http_name[0] = '192.168.0.100'; server_http_url[0] = '/test1.cgi'; server_http_username[0] = 'test'; server_http_password[0] = 'test'; server_http_proxyaddress[0]= ''; server_http_proxyport[0] = '0'; server_http_proxyusername[0] =''; server_http_proxypassword[0] =''; server_tcp_id[0] = '1'; server_tcp_name[0] = 'TCP1'; server_tcp_address[0] = '192.168.0.100'; server_tcp_port[0] = '12346'; server_smtp_id[0] = '1'; server_smtp_name[0] = 'SMTP'; server_smtp_address[0] = 'smtp.gmail.com'; server_smtp_username[0] = 'test'; server_smtp_port[0] = '25'; server_smtp_password[0] = 'test'; server_smtp_ssl[0] = '1'; server_smtp_from_address[0] = 'test@gmail.com';var ipchange_enabled = '0'; var event_actionemail_smtp_id = '0';event_rule_id[0] = '1'; event_rule_name[0] = 'IP_CHANGE'; event_actionupload_ftp_id[0] = '0'; event_actionemail_smtp_id[0] = '0'; event_actionhttp_http_id[0]= '0'; event_actiontcp_tcp_id[0] = '0';event_rule_id[1] = '2'; event_rule_name[1] = 'PIR'; event_actionupload_ftp_id[1] = '0'; event_actionemail_smtp_id[1] = '0'; event_actionhttp_http_id[1]= '0'; event_actiontcp_tcp_id[1] = '0';var system_io = 1;var system_deviceinformation_model = 'AM4210';

Example: Get motion window configuration

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.event.server&format=inf

Return: No motion detection configuration
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/plain; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 20:37:45 GMT

Server: Apache 1.3.29

[EVENT_SERVER]

ipchange_enabled=0

event_actionemail_smtp_id=0

event_rule_id_0=1

event_rule_name_0=IP_CHANGE

event_actionupload_ftp_id_0=0

event_actionemail_smtp_id_0=0

event_actionhttp_http_id_0=0

event_actiontcp_tcp_id_0=0

event_rule_id_1=2

event_rule_name_1=PIR

event_actionupload_ftp_id_1=0

event_actionemail_smtp_id_1=0

event_actionhttp_http_id_1=0

event_actiontcp_tcp_id_1=0

system_io=1

system_deviceinformation_model=AM4210

Return: with event server
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/plain; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 21:00:27 GMT

Server: Apache 1.3.29

[EVENT_SERVER]

server_ftp_id_0=1

server_ftp_name_0=FTP1

server_ftp_port_0=21

server_ftp_address_0=192.168.0.100

server_ftp_path_0=/tmp1

server_ftp_username_0=test

server_ftp_password_0=test

server_http_id_0=1

server_http_name_0=192.168.0.100

server_http_url_0=/test1.cgi

server_http_username_0=test

server_http_password_0=test

server_http_proxyaddress_0=

server_http_proxyport_0=0

server_http_proxyusername_0=

server_http_proxypassword_0=

server_tcp_id_0=1

server_tcp_name_0=TCP1

server_tcp_address_0=192.168.0.100

server_tcp_port_0=12346

server_smtp_id_0=1

smtp_name_0=SMTP

server_smtp_address_0=smtp.gmail.com

server_smtp_username_0=test

server_smtp_port_0=25

server_smtp_password_0=test

server_smtp_ssl_0=1

server_smtp_from_address_0=test@gmail.com

ipchange_enabled=0

event_actionemail_smtp_id=0

event_rule_id_0=1

event_rule_name_0=IP_CHANGE

event_actionupload_ftp_id_0=0

event_actionemail_smtp_id_0=0

event_actionhttp_http_id_0=0

event_actiontcp_tcp_id_0=0

event_rule_id_1=2

event_rule_name_1=PIR

event_actionupload_ftp_id_1=0

event_actionemail_smtp_id_1=0

event_actionhttp_http_id_1=0

event_actiontcp_tcp_id_1=0

system_io=1

system_deviceinformation_model=AM4210

2.8.2 update.event.ftp.server
Update ftp server for event rule

Example: Update FTP server

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=update.event.ftp.server&server_ftp_id=1&server_ftp_name=FTP1&server_ftp_address=192.168.0.100&server_ftp_port=21&server_ftp_path=%2Ftmp1&server_ftp_username=test&server_ftp_password=test

2.8.3 add.event.ftp.server
Add ftp server for event rule

Note : The server_ftp_id will be created by system automaticly.

Example: Add FTP server

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=add.event.ftp.server&server_ftp_id=&server_ftp_name=FTP1&server_ftp_address=192.168.0.100&server_ftp_port=21&server_ftp_path=%2Ftmp&server_ftp_username=test&server_ftp_password=test

2.8.4 del.event.ftp.server
Del ftp server by ID

	Parameter
	Values
	Description

	server_ftp_id
	An unsigned integer
	FTP server ID


Example: Delete FTP server

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=del.event.ftp.server&server_ftp_id=1

2.8.5 update.event.http.server
Update http server for event rule

Example: Update tcp server

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=update.event.http.server&server_http_id=1&server_http_url=%2Ftest1.cgi&server_http_name=192.168.0.100&server_http_username=test&server_http_password=test

2.8.6 add.event.http.server
Add http server for event rule

Note : The server_http_id will be created by system automatically.
Example: Add http server

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=add.event.http.server&server_http_id=&server_http_url=%2Ftest.cgi&server_http_name=192.168.0.100&server_http_username=test&server_http_password=test

2.8.7 del.event.http.server
Delete http server by ID

	Parameter
	Values
	Description

	server_http_id
	integer
	HTTP server ID


Delete http server

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=del.event.http.server&server_http_id=1

2.8.8 update.event.tcp.server
Update TCP server for event rule

Example: Update TCP server

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=update.event.tcp.server&server_tcp_id=1&server_tcp_name=TCP1&server_tcp_address=192.168.0.100&server_tcp_port=12346

2.8.9 add.event.tcp.server
Add TCP server for event rule

http://<serverIP>/cgi-bin/operator/operator.cgi?action=add.event.tcp.server[&<parameter>=<value>…]

Note : The server_tcp_id will be created by system automaticly.
Example: Add TCP server

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=add.event.tcp.server&server_tcp_id=&server_tcp_name=TCP1&server_tcp_address=192.168.0.100&server_tcp_port=12345

2.8.10 del.event.tcp.server
Delete TCP server by ID

	Parameter
	Values
	Description

	server_tcp_id
	integer
	TCP server ID


Example: Delete TCP server 

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=del.event.tcp.server&server_tcp_id=1

2.8.11 update.event.smtp.server
Update SMTP server for event rule

Example: Update SMTP server configuration

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=update.event.smtp.server&server_smtp_id=1&server_smtp_name=SMTP&server_smtp_from_address=test%40gmail.com&server_smtp_address=smtp.gmail.com&server_smtp_port=25&server_smtp_ssl=1&server_smtp_username=test&server_smtp_password=test

2.8.12 add.event.smtp.server
Add SMTP server for event rule

Note : The server_smtp_id will be created by system automaticly.
Example: Add SMTP server

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=add.event.smtp.server&server_smtp_id=&server_smtp_name=SMTP&server_smtp_from_address=test%40gmail.com&server_smtp_address=smtp.gmail.com&server_smtp_port=25&server_smtp_ssl=1&server_smtp_username=test&server_smtp_password=test

2.8.13 del.event.smtp.server
Syntax: Delete SMTP server by ID

	Parameter
	Values
	Description

	server_smtp_id
	integer
	SMTP ID, same as get


Example: Delete SMTP server

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=del.event.smtp.server&server_smtp_id=1

2.8.14 check.smtp.email
Test Email server

	Parameter
	Values
	Description

	ip_address
	IP address
	Machine IP address

	server_smtp_from_address
	String, max 80
	Email address

	server_smtp_address
	String, max 80
	SMTP server address

	server_smtp_port
	Network port
	SMTP port

	server_smtp_username
	String, max 32
	Email username

	server_smtp_password
	String, max 32
	Email password

	server_smtp_ssl
	Boolean
	Enable login with SSL

0 : No 
1 : Yes


Example: Testing Email setting

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=check.smtp.email&server_smtp_from_address=test%40gmail.com&server_smtp_address=smtp.gmail.com&server_smtp_port=25&server_smtp_username=test&server_smtp_password=test&ip_address=192.168.21.27&server_smtp_ssl=1

Return: requested testing success

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 20:45:56 GMT

Server: Apache 1.3.29

Return: requested testing failed

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 20:45:25 GMT

Server: Apache 1.3.29

email: FATAL: Smtp error: 334 VXNlcm5hbWU6

334 UGFzc3dvcmQ6

535-5.7.1 Username and Password not accepted. Learn more at                   

535 5.7.1 http://mail.google.com/support/bin/answer.py?answer=14257 t2sm1056965ybb.29

2.9 EVENT SERVER I/O
2.9.1 get.event.io
Set I/O configuration for event rule

	Parameter
	Values
	Description

	system_misc_powerled
	Boolean
	Enable power LED
0 : No 
1 : Yes

	io_relayoutput_io_type_<ID>
	Boolean
	I/O Type

0 : GPOUT

1 : GPIN 

	io_relayoutput_token_<ID>
	An unsigned integer
	Unique identifier referencing the physical entity of same type.



	io_relayoutput_properties_mode_<ID>
	Boolean
	0 : Monostable 
1 : Bistable
Bistable – After setting the state, the relay remains in this state.
Monostable – After setting the state, the relay returns to its idle state after the specified time.

	io_relayoutput_properties_delaytime_<ID>
	An unsigned integer
1~200
	DelayTime 
Time after which the relay returns to its idle state if it is in monostable mode. If the Mode field is set to bistable mode the value of the parameter can be ignored.

	io_relayoutput_properties_idlestate_<ID>
	Boolean
	Idle state

0 : close

1 : open

'open' means that the relay is open when the relay state is set to 'inactive' through the trigger command and closed when the state is set to 'active' through the same command.
'closed' means that the relay is closed when the relay state is set to 'inactive' through the trigger command and open when the state is set to 'active' through the same command.

	io_relayoutput_logicalstate_<ID>
	Boolean
	Logical state

0 : active

1 : inactive


	Parameter
	Values
	Description

	format
	inf
	Export INF format


Example: request I/O configuration for event rule

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.event.io
Return: requested I/O configuration for event rule

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 21:13:58 GMT

Server: Apache 1.3.29

var system_deviceinformation_model = 'AM4210';var system_misc_powerled = '1';var model_hardware_serialport = '1'; var model_hardware_gpin = '1'; var model_hardware_gpout = '1'; var model_hardware_powerled = '1';io_relayoutput_token[0] = '1'; io_relayoutput_properties_mode[0] = '0'; io_relayoutput_properties_delaytime[0] = 5; io_relayoutput_properties_idlestate[0] = '1'; io_relayoutput_logicalstate[0] = '1'; io_relayoutput_io_type[0] = '1';io_relayoutput_token[1] = '1'; io_relayoutput_properties_mode[1] = '0'; io_relayoutput_properties_delaytime[1] = 5; io_relayoutput_properties_idlestate[1] = '1'; io_relayoutput_logicalstate[1] = '1'; io_relayoutput_io_type[1] = '0';

Example: request I/O configuration for event rule

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.event.io&format=inf
Return: requested I/O configuration for event rule

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/plain; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 21:14:01 GMT

Server: Apache 1.3.29

[EVENT_IO]

system_deviceinformation_model=AM4210

system_misc_powerled=1

model_hardware_serialport=1

model_hardware_gpin=1

model_hardware_gpout=1

model_hardware_powerled=1

io_relayoutput_token_0=1

io_relayoutput_properties_mode_0=0

io_relayoutput_properties_delaytime_0=5

io_relayoutput_properties_idlestate_0=1

io_relayoutput_logicalstate_0=1

io_relayoutput_io_type_0=1

io_relayoutput_token_1=1

io_relayoutput_properties_mode_1=0

io_relayoutput_properties_delaytime_1=5

io_relayoutput_properties_idlestate_1=1

io_relayoutput_logicalstate_1=1

io_relayoutput_io_type_1=0

2.9.2 set.event.io
Set I/O configuration for event rule

Example: request PIR event configuration

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=set.event.io&system_misc_powerled=1&io_relayoutput_token_0=1&io_relayoutput_properties_mode_0=0&io_relayoutput_properties_idlestate_0=1&io_relayoutput_properties_delaytime_0=5&io_relayoutput_logicalstate_0=1&io_relayoutput_io_type_0=1&io_relayoutput_token_1=1&io_relayoutput_properties_mode_1=0&io_relayoutput_properties_idlestate_1=1&io_relayoutput_properties_delaytime_1=5&io_relayoutput_logicalstate_1=1&io_relayoutput_io_type_1=0

2.9.3 active.event.io

Syntax: Trigger GPOUT

	Parameter
	Values
	Description

	io_command
	<token>,<active>
	Token: 0~5  

GPOUT number, max numbers depends on model type.

Active: 0~1  

Status : 

0 : Inactive ( equals to normal status )

1 : Active ( the reverse of normal status )


Example: Tigger GPOUT #0 to active

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=active.event.io&io_command=0,1

2.10 EVENT PIR
2.10.1 get.event.pir
Get PIR event configuration

	Parameter
	Values
	Description

	event_rule_name
	String, max 20
	The alias of an event rule

	event_rule_enabled
	Boolean
	Enable the event rule

0 : No

1 : Yes

	event_rule_periodic
	Boolean
	Event rule type

0 : Always

1 : Schedule

	event_rule_weekdays
	String, max 6
	Format : xxxxxx

100000 : Sunday is set

100001 : Sunday and Saturday are set.

	event_rule_starttime
	An unsigned integer
0~3600x24
	When periodic is 1, 
the start time.

	event_rule_duration
	An unsigned integer
0~3600x24
	When periodic is 1, 
the end time.

	event_rule_triggerbymotion_enable
	Boolean
	Enable Trigger by motion detection.

0 : No

1 : Yes

	event_rule_triggerbymotion_window_id
	An unsigned integer
	Motion detection windows ID.

	event_rule_triggerbyboot_enable
	Boolean
	Enable trigger when device boots.

0 : No

1 : Yes

	event_rule_triggerbyschedule_enable
	Boolean
	Enable trigger by schedule.

0 : No

1 : Yes

	event_rule_actionupload_enabled
	Boolean
	Enable upload action.

0 : No

1 : Yes

	event_rule_actionupload_type
	0
	Fixed value. ( Upload via FTP )

	event_rule_actionupload_ftp_id
	An unsigned integer
	FTP server id.

	event_rule_actionupload_file_type
	0
	Fixed value. ( JPEG )

	event_rule_actionupload_post_alarm
	An unsigned integer
1~200
	When trigger is not by ‘Schedule’.



	event_rule_actionupload_interval
	An unsigned integer
1~300000
	1.1 seconds = 1100.

	event_rule_actionemail_enabled
	Boolean
	Enable email action.

0 : No

1 : Yes

	event_rule_actionemail_smtp_id
	An unsigned integer
	SMTP server id.

	event_rule_actionemail_file_type
	
	

	event_rule_actionemail_post_alarm
	An unsigned integer
1~200
	When trigger is not by ‘Schedule’.



	event_rule_actionemail_interval
	An unsigned integer
1~300000
	1.1 seconds = 1100.

	event_rule_actionemail_smtp_email
	String, max 80
	Target email address.

	event_rule_actionemail_smtp_subject
	String, max 80
	Email subject.

	event_rule_actionemail_smtp_information
	String, max 80
	Email message.

	event_rule_actionemail_smtp_upload
	Boolean
	Enable upload file.

0 : No

1 : Yes

	event_rule_actionhttp_enabled
	Boolean
	Enable HTTP action.

0 : No

1 : Yes

	event_rule_actionhttp_http_id
	An unsigned integer

	HTTP server id.

	event_rule_actionhttp_http_post_alarm
	An unsigned integer
1~200
	When trigger is not by ‘Schedule’.



	event_rule_actionhttp_http_interval
	An unsigned integer
1~300000
	1.1 seconds = 1100.

	event_rule_actionhttp_http_message
	String, max 80
	HTTP message.

	event_rule_actiontcp_enabled
	Boolean
	Enable TCP action.

	event_rule_actiontcp_tcp_id
	An unsigned integer
	TCP server id.

	event_rule_actiontcp_tcp_post_alarm
	An unsigned integer
1~200
	When trigger is not by ‘Schedule’.



	event_rule_actiontcp_tcp_interval
	An unsigned integer
1~300000
	1.1 seconds = 1100.

	event_rule_actiontcp_tcp_message
	String, max 80
	TCP message.

	event_rule_actionrecord_enabled
	Boolean
	Enable record to SD.

0 : No

1 : Yes

	event_rule_triggerbygpin_enable
	Boolean
	0 : No

1 : Yes

	event_rule_triggerbygpin_id
	An unsigned integer
	GPIN id.

	event_rule_actiongpout_enabled
	Boolean
	0 : No

1 : Yes

	event_rule_actiongpout_id
	An unsigned integer
	GPOUT id.

	event_rule_id
	An unsigned integer
	The rule index id.


	Parameter
	Values
	Description

	format
	inf
	Export INF format


Example: request PIR event configuration

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.event.pir
Return:
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 23:34:23 GMT

Server: Apache 1.3.29

var system_io = 1;var  model_hardware_gpout = '1';var event_rule_enabled = '0'; var event_rule_actionupload_enabled = '0'; var event_rule_actionemail_enabled = '0'; var event_rule_actionhttp_enabled = '0'; var event_rule_actiontcp_enabled = '132'; var event_rule_actionrecord_enabled = '0'; var event_rule_actiongpout_enabled = '0'; var event_rule_actionupload_type = '0'; var event_rule_actionupload_ftp_id = '0'; var event_rule_actionupload_interval = '1000'; var event_rule_actionupload_file_type = '0'; var event_rule_actionemail_smtp_id = '0'; var event_rule_actionemail_smtp_email = ''; var event_rule_actionemail_smtp_subject = ''; var event_rule_actionemail_smtp_information = ''; var event_rule_actionemail_smtp_upload = '0'; var event_rule_actionemail_interval = '2000'; var event_rule_actionemail_file_type = '0'; var event_rule_actionhttp_http_id = '0'; var event_rule_actionhttp_http_interval = '1000'; var event_rule_actionhttp_http_parameter = ''; var event_rule_actionhttp_http_message = ''; var event_rule_actiontcp_tcp_id = '0';var event_rule_actiontcp_tcp_interval = '1000'; var event_rule_actiontcp_tcp_message = ''; var event_rule_triggerbygpin_id = '0'; var event_rule_actiongpout_id = '2'; var event_rule_actionupload_post_alarm = '10'; var event_rule_actionemail_post_alarm = '10'; var event_rule_actionhttp_http_post_alarm = '10'; var event_rule_actiontcp_tcp_post_alarm = '10';var isRecord = '0'; io_relayoutput_token[0] = '1'; io_relayoutput_properties_mode[0] = '0'; io_relayoutput_properties_delaytime[0] = 5; io_relayoutput_properties_idlestate[0] = '1'; io_relayoutput_logicalstate[0] = '1'; io_relayoutput_io_type[0] = '1';io_relayoutput_token[1] = '1'; io_relayoutput_properties_mode[1] = '0'; io_relayoutput_properties_delaytime[1] = 5; io_relayoutput_properties_idlestate[1] = '1'; io_relayoutput_logicalstate[1] = '1'; io_relayoutput_io_type[1] = '0';

Example: request PIR event configuration

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.event.pir&format=inf
Return:
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/plain; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 23:34:29 GMT

Server: Apache 1.3.29

[EVENT_PIR]

system_io=1

model_hardware_gpout=1

event_rule_enabled=0

event_rule_actionupload_enabled=0

event_rule_actionemail_enabled=0

event_rule_actionhttp_enabled=0

event_rule_actiontcp_enabled=132

event_rule_actionrecord_enabled=0

event_rule_actiongpout_enabled=0

event_rule_actionupload_type=0

event_rule_actionupload_ftp_id=0

event_rule_actionupload_interval=1000

event_rule_actionupload_file_type=0

event_rule_actionemail_smtp_id=0

event_rule_actionemail_smtp_email=

event_rule_actionemail_smtp_subject=

event_rule_actionemail_smtp_information=

event_rule_actionemail_smtp_upload=0

event_rule_actionemail_interval=2000

event_rule_actionemail_file_type=0

event_rule_actionhttp_http_id=0

event_rule_actionhttp_http_interval=1000

event_rule_actionhttp_http_parameter=

event_rule_actionhttp_http_message=

event_rule_actiontcp_tcp_id=0

event_rule_actiontcp_tcp_interval=1000

event_rule_actiontcp_tcp_message=

event_rule_triggerbygpin_id=0

event_rule_actiongpout_id=2

event_rule_actionupload_post_alarm=10

event_rule_actionemail_post_alarm=10

event_rule_actionhttp_http_post_alarm=10

event_rule_actiontcp_tcp_post_alarm=10

isRecord=0

io_relayoutput_token_0=1

io_relayoutput_properties_mode_0=0

io_relayoutput_properties_delaytime_0=5

io_relayoutput_properties_idlestate_0=1

io_relayoutput_logicalstate_0=1

io_relayoutput_io_type_0=1

io_relayoutput_token_1=1

io_relayoutput_properties_mode_1=0

io_relayoutput_properties_delaytime_1=5

io_relayoutput_properties_idlestate_1=1

io_relayoutput_logicalstate_1=1

io_relayoutput_io_type_1=0

2.10.2 set.event.pir
Set PIR configuration for event rule

Example: Set PIR event configuration

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=set.event.pir&event_rule_enabled=0&event_rule_actionupload_enabled=0&event_rule_actionupload_ftp_id=0&event_rule_actionupload_interval=1000&event_rule_actionemail_enabled=0&event_rule_actionemail_smtp_id=0&event_rule_actionemail_interval=1000&event_rule_actionemail_smtp_email=&event_rule_actionemail_smtp_subject=&event_rule_actionemail_smtp_information=&event_rule_actionemail_smtp_upload=0&event_rule_actionhttp_enabled=0&event_rule_actionhttp_http_id=0&event_rule_actionhttp_http_interval=1000&event_rule_actionhttp_http_parameter=&event_rule_actionhttp_http_message=&event_rule_actiontcp_enabled=0&event_rule_actiontcp_tcp_id=0&event_rule_actiontcp_tcp_interval=1000&event_rule_actiontcp_tcp_message=&event_rule_actionrecord_enabled=0&event_rule_actiongpout_enabled=0&event_rule_actiongpout_id=2&event_rule_actionupload_post_alarm=10&event_rule_actionemail_post_alarm=10&event_rule_actionhttp_http_post_alarm=10&event_rule_actiontcp_tcp_post_alarm=10

2.11 YOICS

2.11.1 get.yoics.stat
Get YOICS service state

	Parameter
	Values
	Description

	format
	inf
	Export INF format


Example: request YOICS service state

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.yoics.stat
Return:
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 23:44:59 GMT

Server: Apache 1.3.29

var system_misc_yoics_enable = '1';

Example: request YOICS service state

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=get.yoics.stat&format =inf
Return:
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/plain; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 23:45:04 GMT

Server: Apache 1.3.29

[YOICS_STATUS]

system_misc_yoics_enable=1

2.11.2 set.yoics.stat
Syntax: Set YOICS service state

	Parameter
	Values
	Description

	system_misc_yoics_enable
	Boolean
	Enable YOICS serice
0 : No

1 : Yes


Example: Enable YOICS service

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=set.yoics.stat&system_misc_yoics_enable=1

3. viewer.cgi

Permissions: Admin, Operator, Viewer

Usage: 

http://<URL>/cgi-bin/viewer/viewer.cgi?action=value>[&<parameter=value>]

Action List:

	Action Type
	Action Name
	INF
	description

	Live view
	get.liveview
	V
	Get live view information

	
	rotate.dptz
	
	Set DPTZ

	PTZ
	ptz.control
	
	Control a PTZ.

	
	ptz.speed
	
	Set PTZ speed

	System
	get.setup
	V
	

	
	get.Model
	V
	


3.1 Live view
3.1.1 get.liveview
Syntax: Get live view information

	Parameter
	Values
	Description

	format
	inf
	Export INF format


Example: request live view information

http://192.168.0.200/cgi-bin/viewer/viewer.cgi?action=get.liveview
Return: 

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 23:48:34 GMT

Server: Apache 1.3.29

var admin_pw = 'admin' ;var system_deviceinformation_vender = 'nobrand'; var system_deviceinformation_sensor = '2m'; var system_deviceinformation_tvstandards = '0'; var system_deviceinformation_model = 'AM4210';var rtsp_port = '554';var model_hardware_serialport = '1';var ptz_setting_enable = '0'; var ptz_setting_protocol = '0'; var ptz_setting_speed = '5';media_profile_id[0] = '0'; media_profile_url[0] = 'v01'; media_profile_dptz_enabled[0] = '0'; media_profile_resolution_width[0] = '1280'; media_profile_resolution_height[0] = '720';media_profile_dptz_horzoffset[0]='10';media_profile_dptz_vertoffset[0]='10';media_profile_dptz_width[0]='1280';media_profile_dptz_height[0]='720'; media_profile_framerate[0]='30';media_profile_id[1] = '1'; media_profile_url[1] = 'v02'; media_profile_dptz_enabled[1] = '0'; media_profile_resolution_width[1] = '1280'; media_profile_resolution_height[1] = '720';media_profile_dptz_horzoffset[1]='10';media_profile_dptz_vertoffset[1]='10';media_profile_dptz_width[1]='1280';media_profile_dptz_height[1]='720';media_profile_framerate[1]='10';media_profile_id[2] = '2'; media_profile_url[2] = 'v03'; media_profile_dptz_enabled[2] = '0'; media_profile_resolution_width[2] = '640'; media_profile_resolution_height[2] = '480';media_profile_dptz_horzoffset[2]='10';media_profile_dptz_vertoffset[2]='10';media_profile_dptz_width[2]='640';media_profile_dptz_height[2]='480'; media_profile_framerate[2]='30';media_profile_id[3] = '3'; media_profile_url[3] = 'v04'; media_profile_dptz_enabled[3] = '0'; media_profile_resolution_width[3] = '640'; media_profile_resolution_height[3] = '480';media_profile_dptz_horzoffset[3]='10';media_profile_dptz_vertoffset[3]='10';media_profile_dptz_width[3]='640';media_profile_dptz_height[3]='480'; media_profile_framerate[3]='15';media_profile_id[4] = '4'; media_profile_url[4] = 'v05'; media_profile_dptz_enabled[4] = '0'; media_profile_resolution_width[4] = '320'; media_profile_resolution_height[4] = '240';media_profile_dptz_horzoffset[4]='10';media_profile_dptz_vertoffset[4]='10';media_profile_dptz_width[4]='320';media_profile_dptz_height[4]='240'; media_profile_framerate[4]='30';media_profile_id[5] = '5'; media_profile_url[5] = 'v06'; media_profile_dptz_enabled[5] = '0'; media_profile_resolution_width[5] = '320'; media_profile_resolution_height[5] = '240';media_profile_dptz_horzoffset[5]='10';media_profile_dptz_vertoffset[5]='10';media_profile_dptz_width[5]='320';media_profile_dptz_height[5]='240'; media_profile_framerate[5]='15';media_profile_id[6] = '6'; media_profile_url[6] = 'v07'; media_profile_dptz_enabled[6] = '0'; media_profile_resolution_width[6] = '160'; media_profile_resolution_height[6] = '128';media_profile_dptz_horzoffset[6]='10';media_profile_dptz_vertoffset[6]='10';media_profile_dptz_width[6]='160';media_profile_dptz_height[6]='128'; media_profile_framerate[6]='30';media_profile_id[7] = '7'; media_profile_url[7] = 'v08'; media_profile_dptz_enabled[7] = '0'; media_profile_resolution_width[7] = '160'; media_profile_resolution_height[7] = '128';media_profile_dptz_horzoffset[7]='10';media_profile_dptz_vertoffset[7]='10';media_profile_dptz_width[7]='160';media_profile_dptz_height[7]='128'; media_profile_framerate[7]='15';var islogo = '0';
Example: request live view information

http://192.168.0.200/cgi-bin/viewer/viewer.cgi?action=get.liveview&format=inf
Return: 

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/plain; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 23:48:42 GMT

Server: Apache 1.3.29

[LIVE_VIEW]

admin_pw=admin

system_deviceinformation_vender=nobrand

system_deviceinformation_sensor=2m

system_deviceinformation_tvstandards=0

system_deviceinformation_model=AM4210

rtsp_port=554

model_hardware_serialport=1

ptz_setting_enable=0

ptz_setting_protocol=0

ptz_setting_speed=5

media_profile_id_0=0

media_profile_url_0=v01

media_profile_dptz_enabled_0=0

media_profile_resolution_width_0=1280

media_profile_resolution_height0=720

media_profile_dptz_horzoffset_0=10

media_profile_dptz_vertoffset_0=10

media_profile_dptz_width_0=1280

media_profile_dptz_height_0=720

media_profile_framerate_0=30

media_profile_id_1=1

media_profile_url_1=v02

media_profile_dptz_enabled_1=0

media_profile_resolution_width_1=1280

media_profile_resolution_height1=720

media_profile_dptz_horzoffset_1=10

media_profile_dptz_vertoffset_1=10

media_profile_dptz_width_1=1280

media_profile_dptz_height_1=720

media_profile_framerate_1=10

media_profile_id_2=2

media_profile_url_2=v03

media_profile_dptz_enabled_2=0

media_profile_resolution_width_2=640

media_profile_resolution_height2=480

media_profile_dptz_horzoffset_2=10

media_profile_dptz_vertoffset_2=10

media_profile_dptz_width_2=640

media_profile_dptz_height_2=480

media_profile_framerate_2=30

media_profile_id_3=3

media_profile_url_3=v04

media_profile_dptz_enabled_3=0

media_profile_resolution_width_3=640

media_profile_resolution_height3=480

media_profile_dptz_horzoffset_3=10

media_profile_dptz_vertoffset_3=10

media_profile_dptz_width_3=640

media_profile_dptz_height_3=480

media_profile_framerate_3=15

media_profile_id_4=4

media_profile_url_4=v05

media_profile_dptz_enabled_4=0

media_profile_resolution_width_4=320

media_profile_resolution_height4=240

media_profile_dptz_horzoffset_4=10

media_profile_dptz_vertoffset_4=10

media_profile_dptz_width_4=320

media_profile_dptz_height_4=240

media_profile_framerate_4=30

media_profile_id_5=5

media_profile_url_5=v06

media_profile_dptz_enabled_5=0

media_profile_resolution_width_5=320

media_profile_resolution_height5=240

media_profile_dptz_horzoffset_5=10

media_profile_dptz_vertoffset_5=10

media_profile_dptz_width_5=320

media_profile_dptz_height_5=240

media_profile_framerate_5=15

media_profile_id_6=6

media_profile_url_6=v07

media_profile_dptz_enabled_6=0

media_profile_resolution_width_6=160

media_profile_resolution_height6=128

media_profile_dptz_horzoffset_6=10

media_profile_dptz_vertoffset_6=10

media_profile_dptz_width_6=160

media_profile_dptz_height_6=128

media_profile_framerate_6=30

media_profile_id_7=7

media_profile_url_7=v08

media_profile_dptz_enabled_7=0

media_profile_resolution_width_7=160

media_profile_resolution_height7=128

media_profile_dptz_horzoffset_7=10

media_profile_dptz_vertoffset_7=10

media_profile_dptz_width_7=160

media_profile_dptz_height_7=128

media_profile_framerate_7=15

islogo=0

3.1.2 rotate.dptz
Set DPTZ

	Parameter
	Values
	Description

	media_profile_dptz_horzoffset
	integer
	DPTZ top left X coordinates

	media_profile_dptz_vertoffset
	integer
	DPTZ top left Y coordinates

	media_profile_id
	2,4
	DPTZ stream ID

	system_deviceinformation_sensor
	2m, vga, composite
	Sensor type

	system_deviceinformation_tvstandards
	0,1
	Video standard (AM7000 only)

0 NTSC, 1 PAL


Example: Move DPTZ top left corrdinates to (8, 18) for stream 3

http://192.168.0.200/cgi-bin/viewer/viewer.cgi?action=rotate.dptz&media_profile_id=2&media_profile_dptz_vertoffset=8&media_profile_dptz_horzoffset=18&system_deviceinformation_sensor=2m&system_deviceinformation_tvstandards=0

3.2 PTZ control
3.2.1 ptz.control
Control a PTZ.

	Parameter
	Values
	Description

	ptz_cmd
	An unsigned integer
	PTZ control command

0: STOP

1: UP

2: DOWN

3: LEFT

4. RIGHT

32: ZOOM_IN

33: ZOOM_OUT

34: FOCUS_NEAR

35: FOCUS_FAR

36: IRIS_CLOSE

37: IRIS_OPEN

48: ZOOM_AUTO

49: FOCUS_AUTO

50: IRIS_AUTO

64: Preset Point SET

65: Preset Point CLEAR

66: Preset Point GOTO

80: AUTOPAN_ON

81: AUTOPAN_OFF

82: ZONESCAN_ON

83: ZONESCAN_OFF

128: FLIP_ON

129: FLIP_OFF

130: REMOTE_RESET

	ptz_go_point
	An unsigned integer
1~20
	Go to a preset position according to the preset number. (Only using PTZ command 64/65/66)

	ptz_status
	Boolean
	Stop PTZ after PTZ control command

0 : No

1 : Yes


Example: set the PTZ UP with STOP

http://192.168.0.200/cgi-bin/cgi-bin/viewer/viewer.cgi?action=ptz.control&ptz_cmd=1&ptz_status=1
Example: set the PTZ LIFE without STOP

http://192.168.0.200/cgi-bin/cgi-bin/viewer/viewer.cgi?action=ptz.control&ptz_cmd=3&ptz_status=0
Example: set the PTZ goto preset 10

http://192.168.0.200/cgi-bin/cgi-bin/viewer/viewer.cgi?action=ptz.control&ptz_cmd=66&ptz_go_point=10
3.2.2 ptz.speed
Set PTZ speed.
	Parameter
	Values
	Description

	ptz_setting_speed
	1~10
	PTZ speed


Example: set the PTZ speed 10

http://192.168.0.200/cgi-bin/cgi-bin/viewer/viewer.cgi?action=ptz.speed&ptz_setting_speed=10
3.3 System
3.3.1 get.setup
Get misc setting

	Parameter
	Values
	Description

	format
	inf
	Export INF format


Example: request the misc setting

http://192.168.0.200/cgi-bin/viewer/viewer.cgi?action=get.setup
Return:
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 23:56:05 GMT

Server: Apache 1.3.29

var system_deviceinformation_vender = 'nobrand'; system_misc_haveyoics = '1';var islogo = '0';

Example: request the misc setting

http://192.168.0.200/cgi-bin/viewer/viewer.cgi?action=get.setup&format=inf
Return:
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/plain; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 23:56:11 GMT

Server: Apache 1.3.29

[SETUP]

system_deviceinformation_vender=nobrand

system_misc_haveyoics=1

islogo=0

3.3.2 get.Model
Get Model name

	Parameter
	Values
	Description

	format
	inf
	Export INF format


Example: request the model name

http://192.168.0.200/cgi-bin/viewer/viewer.cgi?action=get.Model
Return:
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 23:58:22 GMT

Server: Apache 1.3.29

var system_deviceinformation_model = 'AM4210';

Example: request the model name

http://192.168.0.200/cgi-bin/viewer/viewer.cgi?action=get.Model&format=inf
Return:
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/plain; charset=UTF-8

Transfer-Encoding: chunked

Date: Sat, 01 Jan 2000 23:58:30 GMT

Server: Apache 1.3.29

[MODEL]

system_deviceinformation_model=AM4210

4. Operator misc

Permissions: Admin, Operator

Usage: 

http://<URL>/cgi-bin/operator/<CGI>.cgi?action=<value>[&<parameter=value>]

Action List:

	CGI
	Action Name
	INF
	description

	filelist
	file.list
	V
	Get record file list.

	
	del.files
	
	Delete files.

	
	playback
	
	Playback a recordfile.

	recycle
	-
	V
	


4.1 filelist.cgi
4.1.1 file.list
Get file list by search time range

	Parameter
	Values
	Description

	s_year
	An unsigned integer
	The year of search start time

	s_month
	An unsigned integer
0~11
	The month of search start time

	s_day
	An unsigned integer
1~31
	The day of search start time

	s_hour
	An unsigned integer
0~23
	The hour of search start time

	e_year
	An unsigned integer
	The year of search end time

	e_month
	An unsigned integer
0~11
	The month of search end time

	e_day
	An unsigned integer
1~31
	The day of search end time

	e_hour
	An unsigned integer 0~23
	The hour of search end time

	page
	An unsigned integer
	The page of all file list

	format
	inf
	Export INF format


Example: First search

http://192.168.0.200/cgi-bin/operator/filelist.cgi?actions=file.list&s_year=2000&s_month=5&s_day=21&s_hour=14&e_year=2011&e_month=5&e_day=21&e_hour=14&page=undefined

Return: Record file list (page 0).

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Tue, 21 Jun 2011 14:23:10 GMT

Server: Apache 1.3.29

Files[0]='2011-06-17_171026_CH01.mp4';Ret[0]=0;Files[1]='2011-06-17_171014_CH01.mp4';Ret[1]=0;Files[2]='2011-06-17_171012_CH01.mp4';Ret[2]=0;Files[3]='2011-06-17_171010_CH01.mp4';Ret[3]=0;Files[4]='2011-06-17_171008_CH01.mp4';Ret[4]=0;Files[5]='2011-06-17_171006_CH01.mp4';Ret[5]=0;Files[6]='2011-06-17_171003_CH01.mp4';Ret[6]=0;Files[7]='2011-06-17_171001_CH01.mp4';Ret[7]=0;Files[8]='2011-06-17_170959_CH01.mp4';Ret[8]=0;Files[9]='2011-06-17_170957_CH01.mp4';Ret[9]=0;Files[10]='2011-06-17_170955_CH01.mp4';Ret[10]=0;Files[11]='2011-06-17_170953_CH01.mp4';Ret[11]=0;Files[12]='2011-06-17_170951_CH01.mp4';Ret[12]=0;Files[13]='2011-06-17_170949_CH01.mp4';Ret[13]=0;Files[14]='2011-06-17_170947_CH01.mp4';Ret[14]=0;Files[15]='2011-06-17_170945_CH01.mp4';Ret[15]=0;Files[16]='2011-06-17_170943_CH01.mp4';Ret[16]=0;Files[17]='2011-06-17_170941_CH01.mp4';Ret[17]=0;Files[18]='2011-06-17_170939_CH01.mp4';Ret[18]=0;Files[19]='2011-06-17_170937_CH01.mp4';Ret[19]=0;var total_files=1774;var files_count=20;

Example: First search

http://192.168.0.200/cgi-bin/operator/filelist.cgi?actions=file.list&s_year=2000&s_month=5&s_day=21&s_hour=14&e_year=2011&e_month=5&e_day=21&e_hour=14&page=undefined&format=inf

Return: Record file list (page 0).

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/plain; charset=UTF-8

Transfer-Encoding: chunked

Date: Tue, 21 Jun 2011 14:26:46 GMT

Server: Apache 1.3.29

Files0=2011-06-17_171026_CH01.mp4

Ret0=0

Files1=2011-06-17_171014_CH01.mp4

Ret1=0

Files2=2011-06-17_171012_CH01.mp4

Ret2=0

Files3=2011-06-17_171010_CH01.mp4

Ret3=0

Files4=2011-06-17_171008_CH01.mp4

Ret4=0

Files5=2011-06-17_171006_CH01.mp4

Ret5=0

Files6=2011-06-17_171003_CH01.mp4

Ret6=0

Files7=2011-06-17_171001_CH01.mp4

Ret7=0

Files8=2011-06-17_170959_CH01.mp4

Ret8=0

Files9=2011-06-17_170957_CH01.mp4

Ret9=0

Files10=2011-06-17_170955_CH01.mp4

Ret10=0

Files11=2011-06-17_170953_CH01.mp4

Ret11=0

Files12=2011-06-17_170951_CH01.mp4

Ret12=0

Files13=2011-06-17_170949_CH01.mp4

Ret13=0

Files14=2011-06-17_170947_CH01.mp4

Ret14=0

Files15=2011-06-17_170945_CH01.mp4

Ret15=0

Files16=2011-06-17_170943_CH01.mp4

Ret16=0

Files17=2011-06-17_170941_CH01.mp4

Ret17=0

Files18=2011-06-17_170939_CH01.mp4

Ret18=0

Files19=2011-06-17_170937_CH01.mp4

Ret19=0

total_files=1774

files_count=20

4.1.2 del.files
Delete record file by name

	Parameter
	Values
	Description

	files
	integer
	Total delete file numbers

	File<NUM>
	string
	Delete file name


Example: Delete file

http://192.168.0.200/cgi-bin/operator/filelist.cgi?actions=del.files&files=1&file0=2011-04-12_173537_CH01.mp4

4.1.3 playback
Delete record file by name

	Parameter
	Values
	Description

	Files
	string
	The file name of delete file


Example: Playback

http://192.168.0.200/cgi-bin/operator/operator.cgi?action=filelist.playback&filename=2000-01-03_014500_CH0-47.file

4.1.4 recycle.cgi

Get SD card infomation

	Parameter
	Values
	Description

	format
	inf
	Export INF format


Example:
http://192.168.0.200/cgi-bin/operator/recycle.cgi

Return:
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Date: Sun, 02 Jan 2000 00:26:21 GMT

Server: Apache 1.3.29

var TotalSize='3776';var UsedSize='64'; var FreeSize='3712';var Ready = '1';

Example:
http://192.168.0.200/cgi-bin/operator/recycle.cgi?format=inf

Return:
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/plain; charset=UTF-8

Transfer-Encoding: chunked

Date: Sun, 02 Jan 2000 00:25:03 GMT

Server: Apache 1.3.29

[RECYCLE]

TotalSize=3776

UsedSize=64

FreeSize='3712';Ready=1

4.1.5 Snapshot

The size of the video source :

Example:
http://192.168.0.200/cgi-bin/operator/snapshot.cgi

320 x 240 

Example:
http://192.168.0.200/snap.jpg

5. Misc CGI

5.1 notify.fcgi
Permission: Admin, Operator, Viewer

The client side should keep receiving notification information from camera. It includes all available events or status as follow table.

The notification information is only generated on while event or status changed. If there is no any changed event or status being reported within 30 second, a special tag: “keep_alive” will be send to the client side.
Usage:

http://<serverIP>/cgi-bin/notify.fcgi
Return:

with the following parameters and values 

	Name
	Values
	Description

	md#
	active
	event motion detection # is triggered or not.

	input#
	active
	event input # is triggered or not.

	output#
	active,inactive
	status of output # is on or off

	recording
	active
	status is recording

	pir
	active
	

	lightsensor
	active
	

	boot
	active
	

	ipchang
	active
	


Example:
http://192.168.0.200 /cgi-bin/notify.fcgi

Return:
HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, max-age=-1

Content-Type: text/html

Transfer-Encoding: chunked

Date: Thu, 23 Jun 2011 15:39:56 GMT

Server: Apache 1.3.29

keep_alive

pir=active

pir=active

5.2 audio.fcgi
Permission: Admin, Operator, Viewer

Anti-push audio stream.

Start Usage:
HTTP method : GET

http://<serverIP>/cgi-bin/notify.fcgi&cmd=start

Respnose :

Success : OK. Id=xxxx

Fail : error messages.

Stop Usage:
HTTP method : GET

http://<serverIP>/cgi-bin/notify.fcgi&cmd=stop&id=xxxx

Respnose :

Success : OK. Connect Close

Fail : error messages.

Post data Usage:
HTTP method : POST

http://<serverIP>/cgi-bin/notify.fcgi&id=xxxx&data=(audio data)

Respnose :

Success : OK.

Fail : error messages.

Allowed audio stream format : mu-law/mono/sample rate:8K/8-bits
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